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Abstract

Cryptocurrency has emerged as a lucrative yet volatile landscape for cybercriminal activity, presenting novel challenges
for law enforcement and policymakers alike. This review seeks to explore the diverse array of cybercrimes occurring within
the cryptocurrency domain, examining their types, motives, techniques, and the regulatory responses shaping this
complex ecosystem. Utilizing a scoping literature search methodology, this study analyzes 228 pertinent sources drawn
from a pool of over 4,000 reviewed publications. The findings elucidate the intricate interplay between cryptocurrencies and
illicit activities, revealing the multifaceted nature of cybercrimes within this realm. From the exploitation of the dark web for
illicit transactions to the pervasive threat of crypto ransomware targeting entities globally, the review underscores the
diverse methods and motivations driving such nefarious endeavors. By shedding light on the evolving tactics employed
by cybercriminals and exploring future directions for technological and regulatory measures adopted by governments,

this paper offers valuable insights to navigate this dynamic landscape effectively.
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1. Introduction

Cryptocurrency finds its roots in cryptography, a
discipline dating back to 1900 BC when hieroglyphics
in an Egyptian tomb revealed early evidence of its
use (Sidhpurwala, 2023). The term “cryptography”
originates from the Greek words “kryptos” and
“graphein,” signifying “hidden secret” and “writing,’
respectively,encapsulatingthepractice of concealing

information (Aggarwal, Jaiswal, 2011). The birth of
the original cryptocurrency, Bitcoin, is attributed to
the mysterious figure Satoshi Nakamoto in 2008.
Nakamoto laid out the foundational principles in
the Bitcoin Manifesto (Nakamoto, 2009), envisioning
a comprehensive electronic currency operating
on a peer-to-peer network model, enabling direct
online payments without reliance on traditional
financial intermediaries. Thus, cryptography, with
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its ancient roots and modern applications, serves as
the fundamental underpinning of the revolutionary
concept of cryptocurrency.

Digital currencies play a pivotal role in reshaping
the global economy, granting consumers broader
access to goods and services since the advent of
the internet. These virtual currencies facilitate direct
peer-to-peer exchanges, circumventing traditional
central  clearinghouses. While not officially
recognized as legal tender, these currencies may
hold equivalent value to conventional currencies.
The legal framework often lags behind technological
advancements, and governments are just beginning
to grapple with the challenges posed by emerging
digital currencies. Simultaneously, the utilization
of Bitcoin, among the most widely adopted
virtual currencies, is experiencing rapid growth
(Munawa, 2023; Otabek, Choi, 2024; Riahi et al.,
2024). Key attributes of the Bitcoin system include
its decentralized structure, free from governmental
influence, and the capability for pseudonymous
currency usage (Otabek, Choi, 2024).

Similar to historical technological advancements,
individuals bear the responsibility to either
advance societal progress or exploit innovations
for concealed motives. The inherent anonymity
of cryptocurrencies often entangles them in illicit
activities, a focus of this literature review. The
darknet, a subset of the deep web, is substantially
larger than the surface web (Hatta, 2020; Raman et
al.,, 2023; Rudesill et al., 2015), where the anonymous
nature of cryptocurrency is prevalent in various illicit
activities, categorizing organized crime into drug
trafficking, terrorism, money laundering, and the
distribution of child sexual abuse material (CSAM).
The review aims to investigate the role of Bitcoin
and other cryptocurrencies in criminal activities,
highlighting the need for a unified regulatory
framework. The coding process scrutinizes specific
objectives, including identifying criminal activities,
synthesizing regulatory findings, and categorizing
papers based on geography, publication year, and
publishing houses.

2. Materials and methods

The study systematically searched through a
range of electronic journal databases and search
engines, including Bing, Directory of Open Access
Journals, Google, Google Scholar, Publons,
ResearchGate, Scopus, Semantic Scholar, and
Web of Science. In the search process, specific
English language keywords, such as “bitcoin +
criminality,” “bitcoin + international regulations,’
“bitcoin + volatility,” “cryptocurrency + child
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pornography,” “cryptocurrency + organized crimes,’
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“cryptocurrency + regulations,” “cryptocurrency +
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scams,” “cybercrime,” “darknet,” “drug trafficking,
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“illegal weapon sales,” “money laundering,” “crypto
ransomware,”“rug pull,"“terrorism,” and “wallet hack,”
were systematically employed. After compiling the
literature, a systematic analysis was conducted to
identify publications presenting specific findings
on the darknet, cybercrime, crypto ransomware,
organized crime, hacking, computer viruses, and
regulatory law related to cryptocurrency. This
analysis was conducted using strategic and critical
reading methods (Matarese, 2013; Renear, Palmer,
2009).

In our initial literature review, we identified over
4,000 articles, reviews, and grey literature. To refine
our focus, articles published before 2008 were
excluded, as the concept of cryptocurrency was in
its infancy prior to the launch of Bitcoin. Following
this initial filtering process, we identified 845 peer-
reviewed publications relevant to cryptocurrency
and cybercrime. Further in-depth reviews narrowed
down the selection to 228 publications, including
literature in the form of books, journal articles, and
technical reports. This study relies on desk research,
gatheringandanalyzing datafrom diverse secondary
sources and cryptocurrency-related websites. After
filtering these sources, we compiled and discussed
the findings, aiming to provide insights into the
nature and extent of cybercrime associated with
cryptocurrencies. As the study hinges on secondary
data, itdoes not utilize a specificsample; nonetheless,
rigorous attention is paid to ensuring the relevance
and currency of the collected data. The anticipated
findings are poised to offer valuable insights into the
contemporary landscape of cybercrime within the
cryptocurrency domain, significantly contributing
to the formulation of more effective preventive
measures against such crimes in the future.
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3. Results
3.1. Geographic and timeline results

In the analysis, the literature underscores the
worldwide significance of cybercrime and
cryptocurrency as a central focus of research.
Notably, leading research endeavors from the US
highlight the nation’s influential role in shaping
discussions and advancements in this sphere (DOJ,
2015; Dupont, Holt, 2022; ICE, 2020; Kayani, Hasan,
2024; Raman et al., 2023; Widhiyanti et al., 2023).
Ukraine and Russia, interestingly for example, have
emerged as prominent hubs for cybercrimes linked
to cryptocurrency, revealing a thriving crypto
landscape predating current geopolitical events
and indicating significant interest and investment
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among Ukrainians and Russians (Cong et al., 2022;
Dyntu, Dykyi, 2019; Ivaniuk, Banakh, 2020; Pushkarev
et al., 2020; Turchyn, Turchyn, 2021).

European research also provides substantial
contributions,  offering  diverse  perspectives
and regulatory frameworks that enhance our
understanding of cryptocurrency and crime. Topics
such as regulatory approaches, adoption rates, and
technological innovations are extensively explored,
shedding light on the nuanced complexities of the
cryptocurrency landscape (Godlove, 2014; Lapuh
Bele, 2021; Matarese, 2013; Nazzari, Riccardi, 2024).
Similarly, contributions from Asia, including regions
like China, India, and Indonesia, offer invaluable
insights into adoption trends, blockchain technology
developments, and regulatory challenges specific
to the region (Chuan, O’Leary, 2021; Mubarak,
Manjunath, 2021; Piazza, 2017).

North and Central America, with their vibrant
cryptocurrency ecosystems, contribute essential
research on market trends, regulatory frameworks,
and the impact of cryptocurrency on traditional
financial systems (Bhaskar et al., 2019; Biswas,
2018; Kayani, Hasan, 2024; Kethineni et al., 2018).
Contributions from other continents, such as South
America (Pop, Colonescu, 2021; Pushkarev et al.,
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2020;Virga, 2015), Africa (Interpol, 2020; Reddy, 2020;
Reddy et al, 2020; Sanusi, Dickason-Koekemoer,
2022), and Australia (Australian Home Affairs, 2022;
Dupont, Holt, 2022; Morelato et al., 2020), enrich
our understanding by exploring diverse cultural,
economic, and regulatory contexts (Figure 1).

This amalgamation of research from various
continents underscores the global nature of
cryptocurrency and highlights its profound
implications over illicit activities via finance and
technology. This global perspective fosters a
comprehensive understanding of the evolving
cryptocurrency landscape, facilitating informed
decision-making and policy development in the
field.

Moreover, in recognition of the pressing need
to disseminate credible information amid the rapid
pace of technological advancements and emerging
threats, we also conducted an examination of
the literature based on publishing houses and
sources. This approach aimed to reinforce the
reliability and credibility of our study. Among the
prominent publishers, Springer emerged as the
foremost contributor, exemplifying its commitment
to advancing scholarly discourse in the field.
Additionally, significant contributions were made
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Fig. 1. Geographic distribution of the reviewed literature by continent.

Source: own study.
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by Elsevier, Emerald, Frontiers, IEEE, MDPI, Oxford
University Press, Routledge, SAGE, and Taylor and
Francis, highlighting their pivotal role in fostering
robust research dissemination. Notably, nearly
half of the reviewed sources (i.e, 97) originated
from diverse publishing sources such as specific
university press publishers, governmental reports,
and dedicated cryptocurrency websites. This diverse
array of publishing houses and sources contributed
to the comprehensive scope and depth of the
research topic, enriching the study with a multitude
of perspectives and insights from various sectors
and disciplines.

In the reviewed literature, spanning from 2008
to 2024, we identified notable patterns in the
publication trends concerning cryptocurrency and
cybercrime. Particularly striking was the pronounced
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uptick in the volume of reviewed sources observed
in recent years. Notably, we observed a significant
spike in the number of reviewed sources in recent
years, with 2020 standing out as the year with the
highest publication count, totaling 43 sources. This
surge was followed closely by 33 sources in 2022, 30
in 2021, 28 in 2023, and 26 in 2024 (Figure 2). This
trend reflects the growing interest and recognition
of the importance of studying cybercrime within
the context of cryptocurrency. With the rapid
advancement of technology and the increasing
prevalence of cryptocurrencies in various aspects
of society, researchers and scholars are increasingly
drawn to investigate the intersection of these
two domains. The surge in publications in recent
years underscores the urgency and relevance of
addressing cybercrime in the cryptocurrency sphere.

2024 I 26
2023 I 5
2022 I 33
2021 I 30
2020 | /3
2019 I 21
2018 I 17
2017 | 3
2016 I 7
2015 | 6
2014 B 3
2013 0
2012 0
2011 @1
2010 B 1
2009 I 3
2008 W 1
0 5 10 15 20

25 30 35 40 45 50

Number of reviewed sources

Fig. 2. Publication timeline of the reviewed literature, N = 228.

Source: own study.

Moreover, the proliferation of research in this
area suggests a concerted effort to understand and
combat the evolving threats posed by cybercriminal
activities leveraging cryptocurrencies (Dudani
et al, 2023; Patsakis et al., 2023; Volevodz, 2024).
As these digital assets continue to gain traction
and prominence in global economies, it becomes
imperative to stay abreast of the latest developments
andchallengesinsafeguardingagainstillicitactivities
in the digital realm (Bahamazava, Nanda, 2022;
dos Reis et al., 2024; Kayani, Hasan, 2024). Overall,
the upward trajectory of research publications in
cybercrime and cryptocurrency reflects a proactive
response to the dynamic landscape of digital finance
(Auer, Tercero-Lucas, 2022; Kayani, Hasan, 2024) and

underscores the collective commitment to fostering
a safer and more secure digital environment.

3.2. Typological findings

After conducting an exhaustive analysis of the
literature under review, we uncovered the prevalent
forms of cybercrimes and their distinguishing
characteristics, adhering  closely to  our
predetermined criteria. By harnessing a vast array of
scholarly sources, we thoroughly piece together key
themes and emerging trends associated with crimes
involving cryptocurrencies, providing deep insights
into the intricate complexities of these illicit activities
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and the varied regulatory responses enacted by
governments worldwide. To structure our typological
findings systematically, we identified key categories
such as the darknet, cybercrime, crypto ransomware,
and organized crime. Organized crime was further
refined to encompass specific crimes, including
drug trafficking, terrorism, money laundering,
and CSAM. Within this categorization, various
cryptocurrency coins were identified. However, in
cases where a specific coin was not specified, it was
categorized under Bitcoin and cryptocurrencies in
general. Moreover, a detailed comparison between
centralized and decentralized cryptocurrency
exchanges, focusing on their key differences,
advantages, and disadvantages, is provided as
supplementary material (see Supplementary Data—
S1). The supplementary material is organized into

logical categories to facilitate understanding and
comparison. This addition aims to provide readers
with comprehensive insights into the distinct
characteristics of each type of exchange, helping
them make informed decisions based on their
preferences and requirements. Additionally, we
included an examination of government regulations
and factorsinfluencing cryptocurrency development
and pricing. This comprehensive approach allowed
us to explore how different countries and regions
worldwide are grappling with the challenges
and advancements in this dynamic field. Table
1 illustrates a comprehensive breakdown of the
multifaceted landscape of cybercrimes involving
cryptocurrencies and the regulatory landscape
shaping this dynamic field.

Tab. 1. Topological breakdown of cybercrimes involving cryptocurrencies and the regulatory landscape of the
reviewed literature

References

Ahuja etal. (2021), Alfieri (2022), Bahamazava, Nanda (2022), Bayramova et al. (2021),
Bhaskar et al. (2019), Bohme et al. (2015), Broadhead (2018), Butler (2019), Chertoff,
Simon (2015), Choi et al. (2020), Collins (2022), Davies (2020), Del Monaco (2020),
DOJ (2017), dos Reis et al. (2024), Dupuis, Gleason (2020), Dyntu, Dykyi (2019, 2021),
ElBahrawy et al. (2020), Finklea (2017), Gupta et al. (2021), Hatta (2020), Holt et al.
(2023), Jung et al. (2022), Keane (2020), Kethineni et al. (2018), Kethineni, Cao (2020),
Lacson, Jones (2016), Lee et al. (2022), Lee et al. (2019), Luong (2023), Mackenzie
(2022), Matakovi¢ (2022), Meland et al. (2020), Mirea et al. (2019), Morelato et
al. (2020), Naqvi (2018), Nazzari (2023), Piazza (2017), Raman et al. (2023), Reddy,
Minaar (2018), Rubasundram (2019), Rudesill et al. (2015), Scheau et al. (2020),
Silfversten (2020), Stroukal, Nedvédova (2016), Tan (2024), UNODC (2020, 2023), van

Agarwal et al. (2024), Alfieri (2022), Algahtany, Syed (2024), Andres Rodriguez-
Nieto, Eremina (2023), Auer, Tercero-Lucas (2022), Badawi, Jourdan (2020), Bajra et
al. (2024), Balaskas, Franqueira (2018), Bartoletti et al. (2021), Blasco, Fett (2019),
Boehm, Pesch (2014), Bray (2016), Broadhead (2018), Brown (2016), Caporale et al.
(2020), CERT-Bund (2022), Choi et al. (2009), Choi et al. (2020), Choi, Parti (2022),
Ciphertrace (2023), Cong et al. (2022), Connolly, Wall (2019), Conventus Law (2021),
Corbet et al. (2020), Courtois (2014), Critien et al. (2022), Custers et al. (2020), Del
Monaco (2020), DOJ (2015), Dudani et al. (2023), Dupont, Holt (2022), Dyntu, Dykyj
(2021), Dyson et al. (2018), Etto (2017), FBI (2022), Fosso Wamba et al. (2020),
Gercke (2009), Gryszczynska (2021), Gupta et al. (2021), Higbee (2018), Ivaniuk,
Banakh (2020), Jung et al. (2022), Kerr et al. (2023), Kethineni et al. (2018), Kristoufek
(2015), Kutera (2022), Lapuh Bele (2021), Lee (2019), Liao et al. (2016), Luong (2023),
Mackenzie (2022), Matakovi¢ (2022), Mthembu et al. (2022), Pilinkiene et al. (2022),
Priyambudi, Sinaga (2021), Recskd, Aranyossy (2024), Reddy, Minaar (2018), Riahi et
al. (2024), Rieckmann, Stuchtey (2023), Rudesill et al. (2015), Saiedi et al. (2021),
Sanusi, Dickason-Koekemoer (2022), Shinder, Cross (2008), Sigler (2018), Taylor et al.
(2021), Team (2024), Thamizhisai et al. (2024), Trozze et al. (2022), UNODC (2020),
van Nguyen et al. (2022), van Wegberg et al. (2018), Verduyn (2018), Virga (2015),
Volevodz (2024), Watters (2023), Wronka (2022a, 2022b), Zheng (2024)

Dyson et al. (2018), Gohwong (2019), Zimba et al. (2020)

Andres Rodriguez-Nieto, Eremina (2023), Auer, Tercero-Lucas (2022), Bajra et al.
(2024), Caporale et al. (2020), Dyson et al. (2018), Etto (2017), Kerr et al. (2023),

Categorization Coin N
Darknet Bitcoin and 51
cryptocurrencies
in general
Wegberg et al. (2018), Virga (2015)
Monero 2 | Bahamazava, Nanda (2022), Florea, Nitu (2020)
Cybercrime Bitcoin and 79
cryptocurrencies
in general
Monero 3
Ethereum 8
Mthembu et al. (2022)
Tether 2 | Kerr et al. (2023), Mthembu et al. (2022)
Binance 2 | Kerr et al. (2023), Mthembu et al. (2022)
USD Coin 1 | Kerretal. (2023)
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Categorization Coin N References
Crypto Bitcoin and 22 | Badawi, Jourdan (2020), Broadhead (2018), Butler (2019), CERT-Bund (2022), CISA
ransomware cryptocurrencies (2023), Cong et al. (2022), Connolly, Wall (2019), Custers et al. (2020), Gercke (2009),
in general Ghalwesh et al. (2020), Gémez-Hernandez, Garcia-Teodoro (2024), Gray et al. (2023),
Hernandez-Castro et al. (2020), Kerr et al. (2023), Meland et al. (2020), Muslim et al.
(2019), Naqvi (2018), Nazzari (2023), Paquet-Clouston et al. (2019), Reddy, Minaar
(2018), Sherer et al. (2016), Turner et al. (2020)
Monero 5 | CERT-Bund (2022), Gémez-Hernandez, Garcia-Teodoro (2024), Gohwong (2019),
Patsakis et al. (2023), Zimba et al. (2020)
Drug Bitcoin and 16 | Ali(2021), Bertola (2020), Bhaskar et al. (2019), Butler (2019), Durrant (2018), Europol
trafficking | cryptocurrencies (2021), Godlove (2014), Kabra, Gori (2023), Keane (2020), Luong (2023), Mirea et
in general al. (2019), Naheem (2021), Nurhadiyanto (2020), Pieroni (2018), Saiedi et al. (2021),
Zaunseder, Bancroft (2020)
Terrorism | Bitcoin and 20 | Alfieri (2022), Biswas (2018), Dion-Schwarz et al. (2019), DOJ (2015), Durrant (2018),
cryptocurrencies Gercke (2009), Gupta et al. (2021), llijevski et al. (2023), Keane (2020), Kfir (2020),
in general Luong (2023), Moore, Rid (2016), Patel, Richter (2020), Reynolds, Irwin (2017),
Rubasundram (2019), Thamizhisai et al. (2024), Teichmann, Falker (2020, 2024),
Wang, Zhu (2021), Zavoli (2022)
Money Bitcoin and 58 | Agarwal et al. (2024), Ambrus, Mezei (2022), Barone, Masciandaro (2019), Boehm,
laundering | cryptocurrencies Pesch (2014), Brown (2016), Butler (2019), Ciphertrace (2023), Clements (2021),
in general Collins (2022), Custers et al. (2020), Del Monaco (2020), Dupuis, Gleason (2020),
Durrant (2018), Dyntu, Dykyi (2019, 2021), Europol (2021), Gercke (2009), Godlove
) (2014), Goldbarsht (2024), Goodell, Aste (2019), Helwig et al. (2022), Hendrickson,
E Luther (2022), Holt et al. (2023), Ilijevski et al. (2023), Irwin & Slay (2010), Johari et al.
° (2019), Keane (2020), Kutera (2022), Leuprecht et al. (2022), Luong (2023), Manjula
& et al. (2022), Masciandaro et al. (2019), Munawa (2023), Naheem (2021), Nazzari
S (2023), Nazzari, Riccardi (2024), Nurhadiyanto (2020), Perkins (2021), Pieroni (2018),
%” Pilinkiene et al. (2022), Pushkarev et al. (2020), Reddy, Minaar (2018), Reynolds, Irwin
(2017), Riahi et al. (2024), Rubasundram (2019), Saiedi et al. (2021), Sanz-Bas et al.
(2021), Schneider (2019), Sicignano (2021), Soni (2024), Teichmann, Falker (2020a,
2020b), van Wegberg et al. (2018), Virga (2015), Widhiyanti et al. (2023), Wronka
(2022a), Yunandi, Leksono (2023), Zavoli (2022)
Monero 3 | Gohwong (2019), Teichmann, Falker (2020a, 2020b)
Zcash 5 | Dyson et al. (2018), Leuprecht et al. (2022), Silfversten (2020), Teichmann, Falker
(2020a, 2020b)
Ethereum 3 | Leuprecht et al. (2022), Lin et al. (2023), Munawa (2023)
CSAM Bitcoin and 13 | Broadhead (2018), Celiksoy, Schwarz (2023), Davies (2020), Finklea (2017), Gercke
cryptocurrencies (2009), ICE (2020), Kristoufek (2015), Maxwell (2022), Naheem (2021), Nouwen
in general (2017), Sayid (2023), UNODC (2020), van Nguyen et al. (2022)

Government regulations and
factors influencing cryptocurrency
development and pricing

Adam, Dzang Alhassan (2020), Aitken (2020), Alvarez et al. (2022), Al-Zubaidie,
Jebbar (2024), Ambrus, Mezei (2022), Andronova et al. (2020), Auer, Tercero-Lucas
(2022), Australian Home Affairs (2022), BaFin (2018), Boehm, Pesch (2014), Bohme
et al. (2015), Bokovnya et al. (2020), Botha et al. (2023), CFTC (2017), Chand et al.
(2024), Chen (2023), Cherniei et al. (2021), Chimienti et al. (2019), Chuan, O’Leary
(2021), Clements (2021), Davies (2020), Del Monaco (2020), DOJ (2015), Dupuis,
Gleason (2020), Dyntu, Dykyi (2019, 2021), Europol (2021), FBI (2022), Gercke (2009),
Godlove (2014), Grasselli, Lipton (2021), Harryarsana (2022), Ilijevski et al. (2023),
Interpol (2020), Kamps, Kleinberg (2018), Kavitha and Golden (2024), Kayani, Hasan
(2024), Kethineni, Cao (2020), Kien, Binh (2021), Legge (2023), Liao et al. (2016),
Lipton (2021), Mazambani (2024), Moffett (2023), Mthembu et al. (2022), Mubarak,
Manjunath (2021), Omeljaniuk (2020), Otabek, Choi (2024), Ozer et al. (2024),
Ozturk, Sulungur (2021), Perkins (2021), Pernice, Scott (2021), Phugger (2021),
Piazza (2017), Pop, Colonescu (2021), Priyambudi, Sinaga (2021), Pushkarev et al.
(2020), Rajagopal (2020), Reddy (2020), Reiff et al. (2023), Reynolds, Irwin (2017),
Rizzo (2017), Rueckert (2019), Sanz-Bas et al. (2021), Sicignano (2021), Sidhpurwala
(2023), Sovbetov (2018), Suslenko et al. (2022), Tan (2024), Teichmann, Falker (20203,
2020b), Turchyn, Turchyn (2021), van Nguyen et al. (2022), Verduyn (2018), Wen et al.
(2024), Widhiyanti et al. (2023), Xie (2019), Zheng (2024), Zavoli (2022)

Note: Sources may fall into multiple categories.

Source: own study.
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4, Discussion

By organizing the crimes into specific categories,
we aimed to facilitate a deeper understanding of
the complex dynamics at play within the realm
of cybercrime and cryptocurrency. In essence,
the study serves as a comprehensive resource for
understanding the complex landscape of cybercrime
involving cryptocurrencies, offering insights into key
issues, trends, and policy considerations shaping
this rapidly evolving domain. The categorization
employed in the review is defined and broken down
to highlight the impact of cryptocurrency on each
category, offering a nuanced understanding of how
these digital assets intersect with various forms
of illicit activities. By dissecting the categorization
utilized in the review, we delve into the multifaceted
ways in which cryptocurrencies permeate and
influence different realms of cybercrime. Each
category is carefully examined to elucidate the
mechanisms through which cryptocurrencies
facilitate or exacerbate criminal activities. Through
this granular exploration, we aim to unravel the
complex interplay between digital currencies and
illicit behaviors, shedding light on the challenges
and opportunities presented by the proliferation
of cryptocurrencies in the cybercrime landscape.
Our analysis not only underscores the need for
adaptive and agile approaches to combatting cyber
threats but also underscores the importance of
staying abreast of technological advancements and
their implications for law enforcement and policy
formulation.

4.1.The Darknet: hub of illicit transactions

Throughout the reviewed literature, a consensus has
emerged regarding the pivotal role of the darknet
as a hub for illicit activities, largely facilitated by
transactions conducted using cryptocurrencies,
which present significant challenges for tracking
(Cong et al, 2022; Reynolds, Irwin, 2017). The
anonymity inherent in the dark web frequently links
it to illegal activities, encompassing a range of illicit
actions such as drug trafficking, arms sales, hacking
services, counterfeiting, distribution of CSAM,
and financial fraud (Chertoff, Simon, 2015; Hatta,
2020; Raman et al,, 2023). It is essential, however,
to recognize that not all dark web activities are
nefarious; it also provides refuge for whistleblowers,
activists, and individuals seeking privacy,
particularly in the face of authoritarian regimes
(Bohme et al., 2015; Kfir, 2020; Patsakis et al., 2023).
The combination of relatively easy access and the
use of cryptocurrencies in transactions underscores

the absence of a universal regulatory framework,
effectively perpetuating bank secrecy within the
dark web (Chertoff, Simon, 2015; Hatta, 2020; Piazza,
2017; Raman et al., 2023).

In 2011, Ross William Ulbricht launched Silk
Road, a website accessible via the darknet, designed
as a global online marketplace catering to illicit
transactions (Figure 3). Silk Road primarily focused
on facilitating the trade of narcotics, cybercrime
exploit kits, stolen credit card information, and
counterfeit passports. It leveraged Bitcoin as
its exclusive payment method, enhancing user
anonymity. Moreover, Silk Road provided money
laundering services, employing tools such as mixers
and tumblers to obfuscate transaction trails (Bhaskar
et al, 2019; Courtois, 2014; Kethineni et al., 2018;
Lacson, Jones, 2016; Reddy, Minaar, 2018).

Bitcoin plays an essential role in the dark
web ecosystem due to its pseudonymous and
decentralized nature (Bahamazava, Nanda, 2022;
S. Choi et al.,, 2020; Kethineni et al., 2018). Unlike
traditional currencies, Bitcoin transactions are not
directly tied to individual identities, offering a level of
anonymity. Instead, these transactions are recorded
onapublicledgerknownasablockchain,showcasing
the movement of funds between Bitcoin addresses
(Blasco, Fett, 2019; Phugger, 2021; Verduyn, 2018).
While transaction details are visible, tracing the
real-world identities behind the addresses proves
challenging (Figure 4). Furthermore, Bitcoin’s smart
contract functionality enables the implementation
of escrow services on dark web marketplaces.
Escrow ensures the secure holding of buyer funds
until the transaction is completed, mitigating the risk
of scams or fraud. To enhance transaction privacy,
Bitcoin tumblers or mixers are employed, which
blend multiple transactions to obfuscate the origins
of funds (Broadhead, 2018; Brown, 2016; Kethineni
etal, 2018).

Moreover, privacy-focused cryptocurrencies such
as Monero and Zcash present heightened anonymity
features, offering both advantages and obstacles for
law enforcement. Monero’s transaction structure
complicates the tracing process as signatures are
pooled among a large group, making it challenging
to link specific users to transactions (Bahamazava,
Nanda, 2022; Kethineni, Cao, 2020; Zimba et al,
2020). Conversely, Zcash operates by obliterating
transaction history post-execution (Silfversten et
al., 2020). Unlike Bitcoin transactions, which can be
monitored on public networks like blockchain.com,
tracking transactions involving privacy coins like
Monero or Zcash poses significant difficulties (Etto,
2017; Pilinkiene et al., 2022; Reddy et al., 2020).

Darknet activities, as demonstrated, leverage
various technologies to enable and conceal
illicit transactions. Cybercriminals primarily use
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cryptocurrencies which provide the necessary
anonymity for these transactions. The Tor network is
another critical technology, facilitating anonymous
browsing and access to darknet markets, where
illegal goods and services are bought and sold.
Additionally, mixing and tumbling services are
employed to obfuscate transaction trails, making
it challenging for law enforcement to trace the

origins and destinations of funds. To suppress these
activities, enhancing blockchain analytics is crucial
(Bajra et al., 2024; Raman et al., 2023). Leveraging
machine learning and artificial intelligence (Al) can
help detect patterns indicative of illicit transactions
and trace these activities across the blockchain.
Improved regulation and strict enforcement of know-
your-customer (KYC) and anti-money laundering
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(AML) procedures at cryptocurrency exchanges can
significantly reduce the anonymity that criminals
rely on. Collaborations with technology providers
are also essential. By partnering with companies
that provide internet infrastructure, authorities can
monitorand shutdown darknet sites more effectively
(dos Reis et al., 2024; FinCen, 2024; Nialldawson,
2015). These combined efforts can create a more
hostile environment for cybercriminals operating on
the darknet.

4.2, Cybercrime in the era of digital advancement

Cybercrime encompasses a broad spectrum of illicit
activities committed through the internet or digital
networks, constituting a significant threat in the
modern era (Dupont, Holt, 2022; Lapuh Bele, 2021;
Shinder, Cross, 2008). The allure of cryptocurrencies
for both cautious investors and criminal elements is
undeniable (Ali, 2021; Barone, Masciandaro, 2019;
Dyntu, Dykyi, 2019). Criminal entities perceive
cryptocurrencies as ripe targets for exploitation,
serving as not only a means of payment but also
as tools for money laundering and avenues for
launching cyberattacks (Ciphertrace, 2023; Custers et
al., 2020; Dyntu, Dykyi, 2019). Regulators increasingly
acknowledge the empowerment cryptocurrencies
provide to criminal enterprises, paving the way for
the emergence of novel cybercrimes.
Cryptocurrencies, notably Bitcoin, reign supreme
as the preferred mode of financial exchange
on the dark web, facilitating the trade of illicit
goods, services, and data integral to cybercriminal
operations (Brown, 2016; Caporale et al., 2020; S. Choi
etal, 2020). Criminal syndicates extensively leverage
Crime-as-a-Service, a form of cloud computing, to
perpetrate cybercrimes with alarming efficiency,
further fueling the expansion of cybercrime year
after year (Gryszczynska, 2021; Higbee, 2018;
Lapuh Bele, 2021). Bitcoin, often associated with
cybercrime, remains a focal point due to its intrinsic
security vulnerabilities and widespread usage
in underground economies. While its pseudo-
anonymous nature and global accessibility appeal to
money launderers and criminals, it is imperative to
discern that Bitcoin’s fundamental technology is not
inherently nefarious (Kristoufek, 2015; Nakamoto,
2009; Rueckert, 2019). Individuals seeking privacy
amid pervasive surveillance systems also utilize
cryptocurrencies,  highlighting the nuanced
landscape in which these technologies operate.
However, combatting organized cybercrime
poses  formidable  challenges, particularly
in navigating the intricate technicalities of
cryptocurrencies. Digital forensics teams encounter

not only sophisticated cybercriminal syndicates but
also the complex cryptographic underpinnings of
digital currencies, often tipping the scales in favor
of cybercriminals (Balaskas, Franqueira, 2018; Cong
et al,, 2022; Naqvi, 2018; Patsakis et al., 2023). For
instance, the US saw a concerningrisein cyber threats
in 2022, as revealed by the internet crime report
from the Federal Bureau of Investigation (FBI). Over
800,000 complaints related to cybercrime were filed,
resulting in total losses surpassing USD 10 billion,
significantly surpassing the previous year’s total of
USD 6.9 billion. This underscores the urgent need to
enhance cybersecurity measures and proactive law
enforcement efforts to address the escalating cyber
threat landscape (FBI, 2022).

Regarding the wide range of technologies used
to facilitate this illicit activity. Crime-as-a-Service
(CaaS) platforms have emerged as a significant
threat, offering illicit services for hire, ranging from
hacking services to the distribution of malware.
Cryptocurrencies serve as a preferred medium for
Caas transactions due to their inherent anonymity,
allowing cybercriminals to conduct financial
exchanges without easily traceable identities
(Ciphertrace, 2023; Hendrickson, Luther, 2022;
Mazambani, 2024). Furthermore, cybercriminals
leverage sophisticated hacking tools and exploit
kits to infiltrate systems and pilfer sensitive
data, exacerbating cybersecurity vulnerabilities
(Gohwong, 2019; Interpol, 2020; Patsakis et al.,
2023). To effectively combat this cybercrime, the
deployment of advanced threat detection systems
is imperative. Al-powered cybersecurity solutions
are pivotal in this regard, capable of detecting and
mitigating threats in real-time. These technologies
bolster defenses against sophisticated cyber attacks,
providing organizations with proactive security
measures (Kutera, 2022; Mazambani, 2024; Volevodz,
2024). Additionally, fostering  public-private
partnerships is crucial. Collaboration between law
enforcement agencies and cybersecurity firms
enables the sharing of intelligence and resources,
enhancing the collective ability to respond swiftly to
cyber threats and criminal activities.

Moreover, comprehensive education initiatives
are essential to raise awareness among users and
organizations about prevalent cyber threats such
as phishing attacks (Cong et al., 2022; Gray et al.,
2023; Nazzari, Riccardi, 2024). By educating the
public about cybersecurity best practices and
emerging threats, individuals and entities can better
safeguard themselves against cybercriminal tactics.
This multifaceted approach integrates technological
advancements with collaborative efforts and
educational outreach to fortify defenses against the
evolving landscape of cybercrime.
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4.3. Crypto Ransomware: emerging threats and
economic considerations

The Cybersecurity and Infrastructure Security
Agency (CISA) of the US defines malware as any
software crafted to illicitly breach IT systems, with
the intent to pilfer data, disrupt services, or cause
harm to networks (CISA, 2023). Ransomware, a
specific type of malware, operates by encrypting
targeted data or systems and withholding access
until a ransom is paid. Notably, the evolution of
ransomware has givenriseto a particularly pernicious
variant known as crypto ransomware, wherein
perpetrators demand payment in cryptocurrency
for the release of encrypted data or system access
(Brown, 2016; CERT-Bund, 2022; Custers et al,
2020; Gray et al., 2023). This shift to cryptocurrency
payments enhances anonymity for cybercriminals
and complicates traditional law enforcement efforts
to track and apprehend perpetrators.

The rise of crypto ransomware represents a
significant cybersecurity challenge, exacerbated
by the intricate interplay of social and technical
factors within its ecosystem. As noted in a study
by L. Connolly and D.S. Wall (2019), the impact
of crypto ransomware has become increasingly
pronounced in recent years, reflecting the
adaptability and sophistication of cybercriminal
tactics. The proliferation of cryptocurrency-based
extortion schemes underscores the need for robust
cybersecurity measures and proactive defense
strategies to mitigate the risks posed by ransomware
attacks (CISA, 2023; Meland et al., 2020; Muslim et al.,
2019).

Examples of crypto ransomware demonstrate the
evolving landscape of cyber threats. For instance,
Crypto Locker emerged on September 5, 2013,
heralding a new era of ransomware. This malicious
software encrypted files on victims' systems,
withholding decryption keys until aransom was paid,
typically within a strict 72-hour window. Payment
methods often included Bitcoin or MoneyPak,
adding layers of anonymity for cybercriminals (Liao
et al,, 2016). A significant blow to the distribution of
Crypto Locker came in June 2014 with Operation
Tovar. This international effort, spearheaded by
the US Department of Justice (DOJ), CISA, the FBI,
Europol, and other law enforcement agencies,
targeted the Game Over Zeus botnet, a primary
distributor of Crypto Locker. The operation’s success
dealt a severe blow to the prevalence of Crypto
Locker and disrupted its criminal infrastructure
(Hernandez-Castro et al., 2020).

Moreover, an economic model proposed by
Hernandez-Castro et al. (Hernandez-Castro et al,
2020) sheds light on the nuanced dynamics of
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crypto ransomware payments. This model considers
the victim's willingness to pay, with cybercriminals
adjusting ransom demands based on the perceived
value and characteristics of targeted victims. This
pricediscrimination strategy aims to maximize profits
by tailoring ransom amounts to victims’ financial
capabilities. Given the escalating threat posed by
crypto ransomware, organizations and individuals
must prioritize prevention and preparedness efforts
(Brown, 2016; Gohwong, 2019; Meland et al., 2020;
Muslim et al., 2019). This includes implementing
comprehensive cybersecurity protocols, such as
regular data backups, network segmentation, and
user training to recognize and respond to phishing
attempts. Additionally, maintaining up-to-date
software patches and employing advanced threat
detection technologies can help mitigate the risk of
ransomware infections (Fosso Wamba et al., 2020;
Gray etal.,, 2023; Meland et al., 2020; Paquet-Clouston
et al, 2019). By adopting a proactive approach
to cybersecurity, stakeholders can bolster their
resilience against ransomware threats and safeguard
critical data and systems from exploitation. As such,
understanding the intricacies of crypto ransomware
payments is crucial in developing effective strategies
for prevention and response in the face of evolving
cyber threats.

Crypto ransomware represents a significant
cybersecurity challenge, where attackers use
malware to encrypt data and demand ransom
payments in cryptocurrency. Ransomware attacks
typically involve anonymous communication
channels like Telegram for negotiating ransoms. To
mitigate the risk of crypto ransomware, regular data
backups are essential (Gémez-Hernandez & Garcia-
Teodoro, 2024; Patsakis et al, 2023; Sherer et al,
2016; Team, 2024). Network segmentation is another
critical measure, as it helps to isolate critical systems
and prevent the spread of ransomware within an
organization. Developing and regularly updating
incident response plans is also crucial, enabling
organizations to respond quickly and effectively
to ransomware attacks, minimizing the impact on
operations. The best prevention is not to have crypto
ransomware installed persons and organization
devices. To prevent this, it involves a multi-faceted
approach: regular software updates and patching,
firewalls and endpoint protection, encryption of
sensitive data both at rest and in transit, multi-factor
authentication, regular audits and assessments,
regularly updating access control, utilization of Al
and machine learning to detect anomalies, and zero
trust architecture. By integrating these measures,
one can create a robust defense against hacking
attempts via crypto ransomware (CERT-Bund, 2022;
GOmez-Hernandez, Garcia-Teodoro, 2024; Gray et al.,
2023; Nazzari, 2023; Patsakis et al., 2023; Team, 2024).
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4.4.0rganizedcrime:utilizationofcryptocurrency

Following a comprehensive review of the literature,
organized crimes were classified into four prevalent
categories characterized by the widespread
utilization of cryptocurrency. These categories
encompass drug trafficking, terrorism, money
laundering, and the distribution of CSAM.

4.4.1. Drug trafficking

Drug trafficking involves the illicit production,
transportation, and distribution of controlled
substances, encompassing narcotics, hallucinogens,
stimulants, and other banned drugs (Bahamazava,
Nanda, 2022; Bertola, 2020; Holt et al., 2023). The
World Drug Report 2020 by the United Nations
Office on Drugs and Crime (UNODC) emphasizes
that drug transactions, including new psychoactive
substances, occur across both the open internet and
the darknet. Notably, purchases made on various
darknet marketplaces are frequently settled using
cryptocurrencies, particularly Bitcoin, which are also
prevalent in legitimate transactions on the open
web. As previously highlighted, Silk Road, a notorious
platform operating on the dark web, gained infamy
for its vast array of illicit products, prominently
featuring illegal drugs (Figure 3). In 2022, marijuana
emerged as the top-selling drug on Silk Road, with
transactions exceeding USD 46 million. Cocaine
closely followed with 82,582 transactions totaling
USD 17.4 million, while heroin sales reached an
estimated USD 8.9 million. Additional sales of
popular drugs such as methamphetamine, lysergic
acid diethylamide, ecstasy, and various narcotics,
including oxycodone and fentanyl, collectively
generated around USD 19.2 million (Alfieri, 2022)..

In a significant development, the DOJ announced
the seizure of AlphaBay, the largest criminal
marketplace on the internet, after operating for
over two years on the dark web. AlphaBay facilitated
the sale of a wide array of illegal goods, including
deadly drugs, fraudulent identification documents,
malware, firearms, and toxic chemicals worldwide.
The coordinated international effort to dismantle
AlphaBay involved law enforcement agencies
from Thailand, the Netherlands, Lithuania, Canada,
the UK, and France, along with the European law
enforcement agency Europol. Alexandre Cazes,
also known as Alpha02 and Admin, a Canadian
citizen residing in Thailand and the alleged creator
and administrator of AlphaBay, was apprehended
by Thai authorities on behalf of the US. Tragically,
Cazes reportedly took his own life while in custody
in Thailand on July 12, 2017, following his arrest on
July 5,2017 (DOJ, 2017).

To suppress drug trafficking facilitated by
cryptocurrencies, enhanced surveillance of darknet
markets is necessary. Using advanced analytics
and Al, authorities can monitor and infiltrate these
markets more effectively (Bertola, 2020; Kabra, Gori,
2023; Raman et al., 2023). Blockchain monitoring
tools can track cryptocurrency transactions related
to drug trafficking, providing valuable leads for
law enforcement. Additionally, strengthening
international cooperation is crucial. By collaborating
with global law enforcement agencies, coordinated
efforts can be made to dismantle drug trafficking
networks and bring perpetrators to justice.

4.4.2. Terrorism

Interconnections between terrorism financing,
money laundering, cybercrime, and traditional
criminal activities have been well-documented
(Irwin & Slay, 2010). In 2015, a DOJ press release
highlighted the case of Ali Shujri Amin, a 17-year-old
who pleaded guilty to aiding the Islamic State of Iraq
and Syria (ISIS), a militant terrorist group, through
social media platforms like X. Amin, under the aliases
of “Amreeki” and “American Witness,” advocated
for Bitcoin as an anonymous, decentralized, and
encrypted means of transferring funds to ISIS,
making tracking transactions challenging (DOJ,
2015).

Similarly, in 2017, Indonesia’s financial
intelligence unit, Pusat Pelaporan dan Analisis
Transaksi Keuangan, reported that ISIS was utilizing
online payment services like PayPal and Bitcoin to
finance domestic operations, with Bahrun Naim, the
orchestrator of the 2016 Jakarta attacks, allegedly
utilizing these services (Rizzo, 2017). Additionally,
in January 2018, the al-Qaeda-linked webzine al-
Hagiga published an article instructing readers on
using cryptocurrencies for terrorism financing (Kfir,
2020).

To combat terrorism financing via the dark web
and cryptocurrencies, advanced technological
and intelligence tools are imperative. The inherent
anonymity of transactions and users presents a
significant challenge, necessitating the development
of pattern recognition algorithms, behavioral maps,
rule bases, and predictive models (Andronova et
al., 2020; Dyntu, Dykyj, 2021; llijevski et al., 2023).
It is essential to establish systems capable of
autonomously identifying potential instances of
money laundering and terrorist financing, enhancing
proactive detection and intervention (Dyntu,
Dykyj, 2021; Kfir, 2020; Rubasundram, 2019; Wang,
Zhu, 2021). Moreover, terrorist organizations have
increasingly turned to cryptocurrencies to finance
their activities, taking advantage of the anonymity
provided by these digital assets. Encrypted
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communication tools like Telegram and Signal are
also used to coordinate activities and transfer funds
anonymously. This combination of technologies
presents significant challenges for counter-terrorism
efforts.

To  combat  terrorism  financing  via
cryptocurrencies, establishing dedicated financial
intelligence units is imperative. These units can
monitor and analyze suspicious cryptocurrency
transactions, identifying potential terrorist financing
activities. Investing in decryption technologies
can also help law enforcement agencies intercept
and decode encrypted communications, revealing
the networks and plans of terrorist organizations.
Implementing global standards for cryptocurrency
regulation is another critical step. By ensuring
consistent enforcement against terrorist financing,
the international community can prevent the misuse
of digital currencies for terrorist activities. As such,
banning crypto mixers, such as Sindbad.io, removes
a critical tool used by terrorists to anonymize
and move funds, enhancing the traceability of
transactions and disrupting financial networks that
support terrorism (Dion-Schwarz et al., 2019; Kfir,
2020; Rubasundram, 2019; Teichmann, Falker, 2024).
By increasing transparency, deterring illicit use
of cryptocurrencies, enhancing law enforcement
capabilities, and fostering international cooperation,
such bans play a crucial role in curtailing terrorism.
This combined approach makes it more difficult for
terrorist organizations to finance their operations,
thereby contributing to global security efforts.

4.4.3. Money laundering

Money laundering through cryptocurrencies,
particularly  Bitcoin, involves several distinct
stages. Bitcoin is often used for such purposes,
and details about these methods are provided
in supplementary material (see Supplementary
Data—S2). One common method is to engage with
a Bitcoin trader (Custers et al., 2020; Otabek, Choi,
2024). In this approach, the trader facilitates face-
to-face exchanges, where Bitcoins are traded for fiat
currency. During these transactions, both parties
bring their devices, and the trader immediately
exchanges Bitcoins for the agreed-upon fiat
currency, either in cash or via online banking. This
method typically involves either a cybercriminal
or an intermediary as the client, and due to the
risks and complexities involved, transaction fees
are generally high. Another method involves using
online money laundering services, which offer an
additional channel for converting illicit proceeds.
These clandestine online entities, often accessible
through the dark web, offer to launder funds
received in Bitcoin. After transferring the Bitcoins
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to such a service, clients can choose to receive the
funds through legitimate online financial payment
services like PayPal, Western Union, MoneyGram,
or prepaid cards (Brown, 2016; Nazzari, 2023;
Sicignano, 2021; Teichmann, Falker, 2020b; Wronka,
2022a, 2022b; Zavoli, 2022). Alternatively, the value
of the virtual currencies can be returned via prepaid
credit cards, which can then be used to withdraw
cash from regular ATMs. Also, Bitcoins can be spent
directly at various outlets, including online casinos,
hosting services, and e-commerce platforms.
Furthermore, an increasing number of brick-and-
mortar establishments, such as pubs, restaurants,
and shops, now accept Bitcoin as a form of payment.
This provides cybercriminals with the opportunity
to easily spend their laundered and anonymized
Bitcoins on goods and services.

To suppress money laundering, enhancing
blockchain forensics capabilities is essential
(Agarwal et al., 2024; Algahtany, Syed, 2024; Soni,
2024; Thamizhisai et al., 2024). Advanced tools and
techniques can trace the flow of funds across the
blockchain, identifying suspicious patterns and
transactions. Enforcing strict AML policies across
all cryptocurrency exchanges can also reduce the
anonymity that criminals rely on (Florea, Nitu, 2020;
Rieckmann, Stuchtey, 2023; Teichmann, Falker,
2020b). Additionally, developing a centralized
crypto wallet infrastructure, where wallets are linked
to verified identities, can simplify tracking funds and
deter unauthorized transactions. These measures
can significantly disrupt money laundering activities
facilitated by cryptocurrencies.

4.4.4.CSAM

The availability of CSAM remains a critical issue, with
perpetrators utilizing various platforms, including
crypto markets, peer-to-peer networks, and even
the open internet (ICE, 2020; Sayid, 2023). The
UNODC (2020) report highlights the allure of the
dark web for CSAM distribution due to its perceived
anonymity and resilience to censorship. Dismantling
this illicit content is particularly challenging as it is
often replicated across numerous platforms, making
it difficult to eradicate completely (Celiksoy, Schwarz,
2023; Nouwen, 2017). Regrettably, dating back to
the COVID-19 pandemic, the issue worsened, with
reports indicating a significant increase in CSAM
websites emerging during lockdown periods (Botha
et al., 2023; Gryszczynska, 2021; Riahi et al., 2024;
UNODC, 2020). Currently, a substantial portion of
data shared on the dark web is believed to be CSAM,
primarily in the form of images and videos. Certain
sites reportedly boast collections in the terabyte
range, equivalent to roughly 80 days’ worth of video
or nearly 1 million digital photographs (Nouwen,
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2017; Sayid, 2023; UNODC, 2020). Overall, darknet
activity and user bases, particularly on platforms
like Tor, are experiencing consistent growth (Zimba
et al, 2020). While not all darknet activity is illegal,
it is concerning that organized criminal elements
within this space are continuously developing
their capabilities, security measures, and business
strategies.

The anonymity offered by cryptocurrencies, as
highlighted by S. Broadhead (2018), has facilitated
the sale of child pornography on the dark web, not
only impacting adults but also harming children
directly exploited in the creation of such content.
The nature of this material and its devastating
consequences for victims solidify the dark market as
a significant threat. CSAM remains readily available
through crypto markets, peer-to-peer networks, and
even the open internet.

According to a press release, a Dutch national
Michael Rahim Mohammed, aka Mr. Dark, 32, was
indicted by a federal grand jury in the District of
Columbia for his operation of Dark Scandals, a
site on both the darknet and open internet that
featured violent rape videos and depictions of child
pornography (ICE, 2020). The indictment alleges
Mohammed, who resides in the Netherlands,
operated the Dark Scandals websites that hosted and
distributed the material featuring nonconsensual
and violent sexual abuse. Dark Scandals began
operating in or about 2012 and boasted over 2,000
videos and images and advertised “real blackmail,
rape, and forced videos of girls”all around the world.
Dark Scandals offered users two ways to access this
illicit and obscene content, which was delivered
in “packs” via email to customers to download.
Users could either pay for the video packs using
cryptocurrency, such as Bitcoin, or upload new videos
to add to the content of the Dark Scandals websites.
Law enforcement was able to trace payments of
Bitcoin and Ethereum to the Dark Scandals websites
by following the flow of funds on the blockchain.
The 303 virtual currency accounts identified were
allegedly used by customers across the world to
fund the websites and promote the exploitation of
children and other vulnerable victims (ICE, 2020).

The exploitation and abuse of children depicted
in CSAM represents a profound violation of
their fundamental rights, resulting in enduring
physical and emotional trauma (Draper, 2022;
Jung, 2022; Maxwell, 2022). Addressing the role
of cryptocurrency in facilitating these crimes is
paramount, necessitating a multi-faceted approach
to combat this atrocity. Effective regulation of
cryptocurrency is crucial in preventing its misuse
and protecting children from such unimaginable
harm (ICE, 2020; Maxwell, 2022; Nouwen, 2017;
Sayid, 2023). To combat CSAM, it is imperative

to deploy Al-based content detection systems
capable of identifying and removing CSAM from
the internet, thereby significantly reducing its
availability (Singh, Nambiar, 2024). Establishing
global task forces focused on dismantling CSAM
networks can strengthen international cooperation
and coordination in these efforts. Additionally,
leveraging blockchain analysis tools to trace
financial transactions associated with CSAM can
disrupt the financial networks that support this
illicit activity (Balaskas, Franqueira, 2018; Bayramova
et al, 2021; Patsakis et al.,, 2023). These proactive
measures are essential steps towards dismantling
the infrastructure behind CSAM distribution and
mitigating the exploitation of children.

4.5. Regulatory measures

Countries worldwide have adopted various
strategies to address the challenges posed by
cryptocurrency through regulatory means. However,
the lack of a centralized global regulatory authority
and the inherent anonymity of cryptocurrency users
complicate the development of comprehensive
regulatory frameworks. An analysis of the literature
reveals significant efforts by nations like the US,
China, and India in formulating regulatory strategies
tailored to their larger populations. Additionally,
several European countries, such as Poland and
Switzerland, have enacted robust regulatory
measures to address issues related to cryptocurrency
and combat cybercrimerisks. A detailed examination
of these countries’regulatory approaches s provided
as supplementary material (see Supplementary
Data—S3). Furthermore, countries such as Australia,
Canada, Japan, Singapore, South Korea, and the
UK have also implemented noteworthy regulatory
measures to govern cryptocurrency operations,
though these are not elaborated on further.

4.6. Future directions for technology and
regulation in cryptocurrency

Future directions in technology and regulation
for cryptocurrencies hold significant promise
in advancing both security and usability while
addressing the persistent risks posed by cybercrime.
Technological advancements are poised to play a
crucial role, particularly through the development
of sophisticated blockchain analytics tools powered
by machine learning and Al (Singh, Nambiar,
2024). These tools enhance the capabilities of law
enforcement and regulatory agencies by detecting
fraudulent activities, tracing illicit transactions, and
predicting security breaches. Such advancements
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are pivotal in fortifying the cryptocurrency
ecosystem against increasingly sophisticated cyber
threats (Florea, Nitu, 2020; Reddy, Minaar, 2018;
Trozze et al., 2022).

Privacy-preserving technologies, such as zero-
knowledge proofs and homomorphic encryption,
offeranother layer of security by enabling transaction
verification  without compromising sensitive
information. This innovation strikes a balance
between user privacy and regulatory compliance,
ensuring that transactions remain secure while
adhering toregulatory standards (Corbet et al., 2020).
Moreover, formal verification methods for smart
contractsarecritical in eliminating vulnerabilitiesand
mitigating exploitation risks within decentralized.
By ensuring smart contracts are free from bugs,
these methods enhance transactional security and
build trust among participants in decentralized
ecosystems applications (Al-Zubaidie, Jebbar,
2024; Chand et al, 2024; Kavitha, Golden, 2024;
Zheng, 2024). Concurrently, decentralized identity
frameworks provide robust solutions for identity
verification while preserving user anonymity. These
frameworks facilitate effective implementation of
KYC and AML measures, bolstering overall security
protocols and reducing fraudulent activities (ICE,
2020; Sayid, 2023).

Regulatory improvements are equally essential
in creating a resilient and secure environment for
cryptocurrency transactions. Enhanced international
cooperation among regulatory bodies is crucial
for harmonizing cryptocurrency regulations and
closing jurisdictional loopholes that cybercriminals
exploit. A unified approach to enforcement globally
strengthens efforts to combat cryptocurrency-
related crimes effectively. Clear and standardized
regulatory frameworks are indispensable, providing
transparency and certainty for cryptocurrency
exchanges, wallet providers, and other entities
(Ahuja et al.,, 2021; Kavitha, Golden, 2024; Kayani,
Hasan, 2024). These frameworks outline specific
guidelines that ensure compliance with legal
standards, fostering a stable regulatory environment
conducive to innovation and investment.

Stricter enforcement of KYC and AML regulations
across all cryptocurrency platforms, coupled with
advanced identification technologies like biometrics,
holds the potential to significantly disrupt criminal
activities such as money laundering (Goldbarsht,
2024; Leuprecht et al, 2022; Nazzari, Riccardi,
2024; Zavoli, 2022). By enhancing participant
accountability and reducing anonymity risks, these
measures bolster regulatory oversight and control
over fund movements within the cryptocurrency
ecosystem.Implementing a centralized crypto wallet
infrastructure linked to verified identities further
simplifies KYC and AML procedures, streamlining
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fund tracking and deterring unauthorized
transactions. In addition to regulatory frameworks
and technological advancements, fostering
collaboration through public-private partnerships is
essential. These partnerships facilitate the exchange
of information and resources crucial for combating
cybercrime effectively. Comprehensive educational
initiatives play a pivotal role in raising awareness
among users and businesses about cybersecurity
best practices, thereby reducing vulnerabilities to
scams and cyber threats (Del Monaco, 2020; Higbee,
2018).

In all, prioritizing technological advancements
and regulatory enhancements is crucial for fostering
the widespread adoption of cryptocurrencies
while safeguarding against evolving cyber threats.
These advancements and improvements will
not only help in building a secure, transparent,
and resilient cryptocurrency ecosystem but also
in adapting to the rapidly changing landscape
of digital finance. Continuous adaptation and
collaborative efforts among stakeholders are
essential to stay ahead of cybercriminals and ensure
the integrity of the cryptocurrency environment.
Embracing these future directions will create a
robust foundation for the sustained growth and
acceptance of cryptocurrencies on a global scale.
For a comprehensive analysis of the benefits and
limitations of existing solutions and mechanisms,
refer to the supplementary material provided (see
Supplementary Data—S4).

5. Conclusions

In this comprehensive review paper, the intricate
landscape of cryptocurrency regulation across
various countries has been thoroughly examined,
providing insights into the diverse approaches taken
by governments to address the challenges and
opportunities presented by cryptocurrencies. The
analysis conducted sheds light on the complexity and
evolution of cryptocurrency regulation, influenced
by factors such as technological advancements,
market dynamics, and geopolitical considerations.
While some countries embrace cryptocurrencies
as innovative financial instruments, others adopt
cautious approaches, wary of potential risks.
Balancing innovation with risk mitigation remains a
central challenge for policymakers worldwide.
Furthermore, the exploration of the relationship
between cybercrime and cryptocurrency has been
meticulous, employing a systematic categorization
approach to understand their interconnectedness.
By organizing crimes into specific categories, insights
into the complex dynamics at play within this realm
have been offered, providing valuable perspectives
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on key issues, trends, and policy considerations
shaping this rapidly evolving domain. From financial
security to identity theft and fraud, elucidation of
how cryptocurrencies intersect with different forms
of illicit behavior has been provided.

The review underscores the necessity for adaptive
and agile approaches to combatting cyber threats
in the digital age. As technological advancements
reshape the cybercrime landscape, it becomes
imperative for stakeholders to remain vigilant
and proactive in addressing emerging challenges.
Staying abreast of evolving trends and employing
innovative strategies is essential to better safequard
individuals and organizations against the risks posed
by cryptocurrency-related crime.

Looking ahead, the regulatory landscape
for cryptocurrencies will continue to evolve in
response to emerging technologies and changing
market dynamics. Collaborative efforts between
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