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Abstract

With the growing popularity of crypto-assets, the number of cyber threats posing
a significant risk to consumers is also increasing. Given this dynamic, it is essential
to establish a robust institutional and legal framework to protect them. This article
discusses new horizons in consumer protection against cyber attacks in the context
of the MiCA (Markets in Crypto-Assets Regulation) and its application at the national
level. The aim of this article is to identify cyber threats in crypto-asset markets
and assess the new legal framework and institutional basis for protection against
cyber attacks at the EU and Slovak levels. In examining this issue, we have estab-
lished the following hypothesis: The new European MiCA regulation, in conjunction
with the supervisory activities of the National Bank of Slovakia and other authorities,
provides consumer protection against cyber threats in crypto-asset markets. The new

*

The author is assistant professor at the Department of Financial Law, Tax Law and Economy,
Faculty of Law, Pavol Jozef Safarik University in Kosice in the Slovak Republic. In his
publications he focuses mainly on the relationship between law and modern technologies,
as well as on tax evasion and the possibilities of their prevention.

Contact email: ladislav.hrabcak@upjs.sk, ORCID: 0000-0002-4670-3399.

1 The article is the output of research activities within the project Cybersecurity Competence
Center at Pavol Jozef Safarik University in Kosice (KC KB UPJS), project code: 17R05-
04-V01-00007. This work was supported also by the Slovak Research and Development
Agency under the Contract no. APVV-23-0158 and it is a partial output of the project
VEGA no.01/0698/25 ,Development fee as a tool for the development of municipalities
and cities in the Slovak Republic”.



MIiCA Regulatory Framework and Cybersecurity... 91

legislation contains several measures that have the potential to contribute to con-
sumer protection in crypto-asset markets. However, there are certain shortcomings
that should be addressed in the future to improve and strengthen this specific type
of protection. The analysis and synthesis methods were primarily used to address
this issue, supplemented by historical and comparative methods.
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1. Introduction

The current digital age is characterized by constant growth in technological
innovation, but at the same time faces an unprecedented increase in cyber
threats. These threats are no longer just a theoretical risk, but pose a real
danger to global financial systems, critical infrastructure, and, last but not
least, consumers. The dynamically developing crypto-asset markets have
proven to be a particularly vulnerable sector that attracts the attention
of cyber attackers. Despite their innovative potential and growing popularity,
these digital assets are often the target of sophisticated attacks, leading
to significant financial losses for investors and undermining confidence
in the entire sector.

In response to these risks, Regulation (EU) No 2023/ 1114 on markets in cryp-
to-assets (hereinafter also referred to as “MiCA”") was adopted at the European
Union (hereinafter also referred to as “EU”) level, with the aim of creating
a uniform and secure legal framework for markets in crypto-assets. This
regulation represents a groundbreaking legislative act, the main objective
of which is to establish a uniform and comprehensive legal framework for
markets in crypto-assets. Until its adoption, there was no comprehensive
legal regulation in the EU [Boc¢anek 2021: 37-53], which led to market
fragmentation and considerable legal uncertainty for both service providers
and investors.

The MiCA Regulation aims not only to protect consumers and investors from
fraud and manipulation, but also to promote financial stability and prevent
money laundering and terrorist financing. It introduces strict rules for
crypto-asset issuers, such as transparency requirements, the obligation
to publish whitepapers, and ensuring the proper functioning of their services.
At the same time, it sets licensing conditions for crypto asset service provid-
ers, which should significantly increase their credibility and accountability.
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In this way, the EU is seeking to ensure that the growing crypto-asset market
operates in a regulated and predictable environment, thereby minimizing
cyber risks and strengthening confidence in the entire sector.

The issue of crypto-assets, as well as other phenomena? brought about by
the industrial (digital) revolution 4.0 [Popovi¢, Sabo 2022: 1-16], is one
of the current topics in financial law [Bab¢ak, Cakoci, Strkolec 2017: 98-102]
and other legal disciplines. This is also confirmed by the increasing number
of publications devoted to this issue [e.g. Kacaljak, Katkovcin 2021: 195-205].
Although there is a relatively extensive body of literature devoted to the phe-
nomenon of crypto assets [e.g., Wolf 2017, Tumpel, Kofler 2019: 177-188,
Srokosz 2021: 54-63, Strkolec 2022: 99-115, and others], we have iden-
tified a lack of publications focusing on the identification of cyber threats
in the crypto-asset market and new European measures addressing them.?
We also perceive a relatively low level of interest among the scientific
community in examining the role and position of national and European
supervisory authorities in the crypto-asset market, which we believe will
change in the near future.

Based on the above, we have set ourselves the goal of this article to identify
cyber threats in crypto-asset markets and assess the new legal frame-
work and institutional basis for protection against cyber attacks at the EU
and Slovak Republic level, while verifying the established hypothesis: The new
European MICA regulation, in conjunction with the supervisory activities
of the National Bank of Slovakia and other authorities, provides consumer
protection against cyber threats in crypto-asset markets.

A combination of several scientific methods was used to achieve the above-
stated goal of this article and to verify the hypothesis. In the first phase
of the research, the analysis and synthesis of existing literature and legislation
was key, enabling the identification and systematic classification of the main
cyber threats in crypto-asset markets and the measures to eliminate them.
Subsequently, a comparative method was applied, comparing the new

2 In addition to crypto assets, other “digital phenomena” include digital services (Simic¢
2021: 194-214) and the sharing economy (Cakoci, Cervenad 2021: 37-43; Vartasova,
Cervend, Olexova 2022: 433-440).

8 The author Jurkowska-Zeidler, A. (2016) in her monograph “The architecture of the European
financial market: Legal foundations” maps the legislative development of the European
financial market. The monograph covers several crises but was written before the adoption
of MiCA. However, it is also possible to build further research on this relatively new area.
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MiCA regulation with the legal frameworks and regulatory practices that
were in place in the EU and Slovakia prior to its adoption. This method
allowed us to assess the scope and quality of the changes that MiCA brings
in the area of consumer protection. An important part of the research was
also the historical method, which was applied to examine the development
of legislation and cyber risks in the crypto-asset sector, helping to understand
the context and need for the adoption of the MiCA regulation.

2. Cyber risks for consumers in the crypto-asset market

In recent years, crypto-assets have become widely accessible to the general
public, not just to tech-savvy individuals. It is therefore no surprise that
there has been an enormous increase in various crypto projects, as well
as anincrease in the value of traded capital on the crypto-asset market, etc.
Directly proportional to this trend is the increase in the number of various
fraudulent activities to which individuals are exposed on the crypto-asset
market.

Cyber threats are particularly prevalent in the crypto-asset market because
transactions are virtually irreversible and, once lost, it is almost impossible
to recover these assets or their equivalent in cash corresponding to their
value at the time of the transaction, for various reasons.

Very common fraudulent practices in the crypto-asset market, and therefore
not only in the digital space, include:

- phishing: This is the most common method of attack, in which per-
petrators attempt to obtain the login details of the person concerned
or the so-called “seed phrase” (a series of words for wallet recovery).
To this end, various fake emails, SMS messages, or websites are used
that pretend to be legitimate crypto asset service providers (e.g.,
exchanges or crypto asset wallets). Once the identification data has
been entered, the attackers immediately transfer the crypto-assets
to their accounts, thereby removing them from the owner’s control.
The anonymity of the attackers and the anonymity of the transactions
lead to losses that in many cases are not compensated due to the impos-
sibility of tracing the attacker. Phishing is an illegal activity that occurs
throughout the financial sector [Streiber, P6hn 2025: 239-251].

- malware and viruses: This is another cyber threat/danger that can be
encountered in the crypto-asset market [Darmawansyah, Djunaedi,



94

Ladislav Hrab¢ak

Kristiawanto 2023: 2393-2401]. This threat consists of attackers
installing malicious software on a device (usually a computer or mobile
phone) that can record keystrokes, take screenshots, or directly access
a crypto wallet when its owner is logged in. In this regard, IT recom-
mendations include following safe browsing practices and avoiding
unknown and untrustworthy websites [Cryptocurrencies and Security:
How to Protect Your Investments]. Up-to-date antivirus software also
plays a very important role in protecting individuals and can significantly
contribute to consumer protection.

vulnerabilities of crypto exchanges and crypto wallets: Although
reputable crypto exchanges and crypto wallets are protected, there
is always a risk that their systems may be attacked by third parties
[Kirobo 2025: 580-590]. An interesting solution in this regard is the use
of so-called hardware wallets, which are becoming increasingly popular
among “investors.” This type of wallet allows investors’ private keys
to be stored offline and is therefore rightly considered the most secure
form of storage.

unsecured network: Trading crypto-assets on an unsecured network
poses a major cyber threat from the consumer’s perspective. Although
the blockchain technology itself, which is the basis for crypto-assets
such as Bitcoin [Bitcoin: A Peer-to-Peer Electronic Cash System],
is inherently very secure, the weakest link is always the user and the way
they access their accounts and wallets. When conducting transactions
with crypto-assets on a public Wi-Fi network, users expose them-
selves to the risk that attackers can intercept data using specialized
software. When conducting crypto-assets transactions on a public
Wi-Fi network, users expose themselves to the risk that attackers
may use specialized software to intercept data and gain access to their
accounts. It is therefore always necessary to use a secure, preferably
private, network.

In addition to the above-mentioned threats, others may also arise in the cryp-
to-asset market. All risks were exacerbated by the fact that the crypto-asset
market was unregulated for a long time, which led to many uncertainties.
However, the situation is changing with the arrival of new European leg-
islation. Prior to the adoption of MiCA regulation, the legal regulation
of the crypto-asset market was characterized by several problems:
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¢ insufficient consumer protection: In the past, investors in crypto-assets
were not protected by the same rules as consumers in the traditional
financial market (e.g., mechanisms for protecting deposits or other
investments). This is naturally due to the fact that crypto-assets are
outside the supervision of states and their central banks. Therefore,
it cannot be expected that consumer protection will be at the same
level as traditional financial market instruments in the future. However,
with the adoption of new legislation at EU level, at least some degree
of protection should be ensured by subjecting the crypto-asset market
to legal regulation (see below).

¢ fraudulent schemes: Since the crypto-asset market was unregulated,
a number of fraudulent projects, known as “rug pulls,” emerged.
The essence of these projects is that developers terminate the crypto
project and flee with investors’ funds. The MiCA regulation should
also address such situations, as one of its ambitious goals is to reduce
the number of such cases by introducing several obligations
(e.g., the obligation to publish whitepapers).

e existence of unregulated entities: Although the MiCA Regulation has
been adopted, there are still entities operating on the market that are
not authorized to provide crypto-asset services. This is because cryp-
to-asset service providers were given an additional period to obtain all
the necessary documents required for the licensing process. It is impor-
tant to note that it is essential to use only verified and licensed
platforms. National institutions will maintain a register of such entities,
which can greatly assist in verifying the legitimacy of a particular crypto
asset service provider.

In the following text, we will attempt to clarify the impact that MiCA regulation
will have on consumer protection, what we see as the benefits of the new
legislation in the area of consumer protection, and we will focus in particular
on the role of supervisory authorities within the consumer protection system
in the crypto-asset market.

3. MiCA regulation and its impact on consumer protection

As mentioned several times in this article, the MiCA regulation represents
a fundamental shift in the financial and legal regulation of the crypto-asset
market within the EU. Until its entry into force, the crypto-asset market was
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characterized by considerable legal uncertainty and fragmented regulation,
which had a direct negative impact on the level of consumer protection in this
area. The MICA regulation introduces a comprehensive and harmonized
legal framework that significantly strengthens the protection of investors
in these digital assets in several respects, namely:
1. increased transparency and information requirements for crypto-asset
issuers,
2. regulation of the status of crypto-asset service providers (hereinafter
also referred to as “CASP”) and introduction of supervision,
3. regulation of stablecoins,* and
4. preventive measures against market abuse in the crypto asset market.

In order to provide a comprehensive overview of the impact of MiCA regula-
tion, we will systematically analyse the key mechanisms that the regulation
introduces to protect consumers. In our opinion, these four main areas
represent the fundamental pillars of the new legislation and the protection
of individuals in the crypto-asset market.

3.1. Increased transparency and information requirements for crypto-
asset issuers

One of the most significant contributions of the MiCA regulation is the intro-
duction of strict transparency requirements and information obligations
for issuers of crypto-assets. In this context, we believe it is necessary
to mention the so-called whitepaper. This document must be approved by
the competent authority of the EU Member State and must contain clear,
accurate, and non-misleading information about the crypto-asset, as well
as information about any risks, the rights and obligations of the issuer,
and the technology (e.g., blockchain) on which it is based [Whitepaper
according to MiCA regulation].

We believe that this obligation under MiCA regulations significantly reduces
the risk of information asymmetry, which was typical of the unregulated
crypto-asset market. Under the new legislation, consumers gain access
to standardized and verifiable data on specific digital assets, enabling
them to make investment decisions. If an issuer violates these obligations

4 Stablecoins are a type of crypto asset whose value is supposed to be relatively stable
and is tied to a currency in the true sense of the word (e.g., USD) or a commodity (e.g.,
gold).
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and provides false or misleading information in the whitepaper, they are liable
for such a violation under MiCA and face the associated legal consequences,
thereby increasing consumer protection, which is receiving increased attention
at the EU level [Vojcik 2012: 386-395].

3.2. Regulation of the status of CASP and introduction of supervision

Another key benefit of MiCA regulation is that this legal act introduces
a licensing regime for all entities wishing to provide crypto-asset services
in the EU (e.g., crypto-asset exchanges, advisory services, etc.). In order
to obtain a license, these entities must meet relatively strict conditions,
which we will not discuss in detail here due to the breadth of the issue
[Hrab¢ak, Strkolec 2024: 27-45].

All requirements set out in the MiCA regulation aim to create a trustworthy
and transparent environment that eliminates fraudulent projects and other
illegal activities described above. Thanks to the granting of a license and con-
stant supervision by the relevant national authorities (in the Slovak Repubilic,
this is the National Bank of Slovakia), consumers are protected against
CASP failure and unfair practices. We will discuss the issue of supervision,
as an essential component of individual protection in the crypto-asset market,
in more detail in the next section of this article.

3.3. Regulation of stablecoins

The MIiCA regulation pays particular attention to stablecoins, which pose
a potential systemic risk to financial stability. Although these types of cryp-
to-assets should maintain a stable value, as their name suggests, recent
events related to the TerraUSD/LUNA stablecoin have convinced us that
the opposite is true [To Sue Firm Behind Failed Terra Stablecoin, Terraform
Labs].

It is therefore not surprising that European regulators have also focused

their attention on regulating this type of crypto-asset with a declared stable

value. For this reason, under the MiCA regulation, stablecoin issuers have
a number of obligations, the most notable of which are:

e maintain sufficient reserves: From a value preservation perspective,

we consider this requirement to be essential. In accordance with

the MiCA regulation, reserves must be held in safe and liquid assets,
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separate from the issuer’s assets. This ensures that stablecoin holders
can convert their tokens into fiat currency at any time.

e meet governance and transparency requirements: Issuers must have
robust governance mechanisms in place and regularly publish audits
of their reserves, eliminating the risk of situations such as the one
described above involving the TerraUSD stablecoin.

In our opinion, this relatively strict regulation increases confidence in stable-
coins as a more stable form of these digital assets and protects consumers
from their sudden devaluation.

3.4. Preventive measures against market abuse in crypto-assets

In addition to the above-mentioned impacts of the MiCA regulation, rules are
also being introduced to prevent and punish market abuse [Saenz 2025: 285-
305], which are inspired by the regulation of traditional financial markets.
These include, in particular, a ban on insider trading, unauthorized disclosure
of confidential information, and market manipulation [European crypto-as-
sets regulation (MiCA)]. These measures aim to contribute to the integrity
of the crypto-assets market and ensure that the trading environment is fair
and transparent for all participants, including retail investors (especially
consumers). MiCA thus complements existing EU legislation, which pursues
avery similar purpose. Taken together, European legislation can have a syn-
ergistic effect and contribute to the elimination of various unfair practices
occurring in the crypto-asset market.

4. The role of supervisory authorities in consumer protection under
MiCA

One of the fundamental changes that will come with the adoption of MiCA
regulation is the role of supervisory authorities in consumer protection
in the crypto-asset market. Of course, it is necessary to emphasize that
crypto-assets have not been and will never be under the complete super-
vision of state institutions, but the introduction of several obligations for
crypto-asset issuers or CASPs also requires supervision and an adequate
sanction mechanism in case of non-compliance.

Central banks will play a major role in the implementation of supervision
and enforcement of compliance, which naturally follows from their position
within the institutional framework. In the Slovak Republic, this is the National
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Bank of Slovakia. However, in addition to central banks, other supervisory
authorities will also play a complementary but no less important role.
In the following text, we will attempt to clarify their position and how they
contribute to consumer protection in the crypto-asset market. The adoption
of MiCA should bring about a qualitative change, but as we will point out,
the applicability of some rules may be more than just problematic.

4.1. The National Bank of Slovakia and consumer protection
in the crypto-asset market

The National Bank of Slovakia (hereinafter referred to as “NBS”), which
is an independent central bank, plays an irreplaceable role in consumer protec-
tion in the crypto-asset market. The existence of the NBS is directly provided
for by the Constitution of the Slovak Republic No. 460/1992 Coll. as amended
(hereinafter referred to as the “Constitution of the Slovak Republic”), while its
status is specified in Act No. 566/1992 Coll. on the National Bank of Slovakia,
as amended (hereinafter referred to as the “the NBS act”)®.

Until MiCA was adopted, lawmakers left the NBS Act unchanged, without
any amendments prompted by the boom in crypto-assets, and did not
make any major changes. There are several reasons for this approach, but
primarily because crypto-assets are not issued by the state, are decentralized,
and have other specific characteristics compared to currencies in the true
sense of the word. However, time has shown us that this approach was not
correct and that it was very important to adopt certain measures, which
could have prevented many frauds. The desired change only came with
the adoption of the MiCA regulation.

As already outlined, the new European legislation envisages entrusting certain
competences in the area of crypto-asset markets to national financial author-
ities, thereby respecting the existing structure of national financial authorities
in EU Member States [Babcak, Cakoci, Strkolec 2017: 103-104]. As far
as the Slovak Republic is concerned, many tasks will be performed by the NBS,
which is a natural outcome of the historical development and position of this
authority within the hierarchy of national financial authorities.

5 The importance of this national financial authority is further enhanced by the fact that
the Constitution of the Slovak Republic also regulates its internal organizational structure
(in terms of its highest governing body, which is the Bank Board), which is regulated
and governed in more detail by the NBS act.
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Member States had to respond to the adoption of the MiCA regulation
by adopting an adequate national legislative framework, even though
the provisions of the regulation, as a legal act, are, taking into account
Article 288 of the Treaty on the Functioning of the EU, directly applicable
and enforceable in all EU Member States without the need for further
transposition. In the Slovak Republic, Act No. 248/2024 Coll. on certain
obligations and rights in the field of crypto-assets and on amendments
to certain acts (hereinafter also referred to as the “MiCA Act”) was adopted.
In the post-MiCA era, the position of the NBS in the area of consumer pro-
tection in crypto-asset markets has changed fundamentally. The MiCA Act
contains a relatively wide range of tools for the NBS, and for the purposes
of this article, we will focus in more detail on selected ones.

As mentioned above, the NBS performs a number of activities that can be
categorized into several areas for academic purposes, specifically:

e regulatory and advisory activities: In this context, it is necessary
to begin by quoting Article 56(1), second sentence, of the Constitution
of the Slovak Republic: “The National Bank of Slovakia may, within
the limits of its competence, issue generally binding legal regulations if
it is authorized to do so by law.” The MiCA Act contains several provi-
sions authorizing the NBS to issue generally binding legal regulations,
in particular:

- authorization for the NBS to determine the criteria for assessing
the professional knowledge of natural persons as CASPs (§ 4(3)),
- the NBS’s power to determine the templates, structure, scope,
content, form, breakdown, deadlines, method, procedure, and place
of submission of reports, statements, and other documents of obli-
gated persons (§ 5), etc.
In addition, the NBS may participate in the preparation of draft
laws and submit them to the Government of the Slovak Republic.
However, it should be added that the central bank itself does not have
the right of legislative initiative. Another important power of the NBS
is the preparation of opinions on draft laws for government deliberation
and the performance of an advisory function towards the Government
of the Slovak Republic within the scope of its competence (among
other things) in the area of crypto-assets.

¢ decision-making activity: Decision-making is an important activ-

ity of the NBS, which has been strengthened by MiCA regulation
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and extended to the area of crypto-assets. Following the adoption
of MiCA, services related to crypto-assets are licensed activities, with
the authority to issue licenses for the provision of crypto-asset services
falling within the remit of the NBS. As part of this process, the central
bank will assess whether the conditions for providing crypto-asset
services have been met [Hrabcak, Strkolec 2024: 27-45]. Related
to this is the fact that the NBS is authorized to decide on the imposi-
tion or non-imposition of sanctions on obligated persons in the field
of crypto-asset markets, which, in our opinion, significantly strengthens
consumer protection in crypto-asset markets.

supervisory activity: Supervision by the NBS is also a key element
of consumer protection in the crypto-asset market. The new MiCA
regulation imposes a number of obligations on certain persons (CASP
or crypto-asset issuers). The central bank will thus supervise whether
the supervised entities comply with regulatory requirements (e.g.,
compliance with minimum requirements for own funds, compliance
with prescribed requirements for company management and control,
ensuring the security of clients’ funds and crypto-assets, etc.), but also
whether supervised entities fulfil their obligations under other legal
actse. As we will point out below, mutual assistance and cooperation
with other supervisory authorities at European or national level will
be important in this regard.

information activity: The NBS informs consumers and the wider public
about the safe use of crypto-assets and how to recognize crypto fraud’.
We view this educational approach very positively. The NBS also pro-
vides information at the level of individual state authorities in the field
of crypto assets. Equally important is the provision of information
to supranational (European) authorities, as we will further highlight
below.

In our opinion, the NBS's activities, which we have attempted to clarify above,
will undoubtedly contribute to the protection of individuals in the crypto
area. For now, it remains to be seen how effective these measures will be.
One of the problems we see is the possible differences between national

6

An example of this is whether supervised entities fulfil their obligations under DORA
regulations or also supervision in the AML area (which complements law enforcement
authorities).
The NBS publishes this information in a relatively comprehensive form on its website
www.nbs.sk.
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legal regulations adopted for the effective implementation of the measures
introduced by the MiCA regulation, which will likely lead to different con-
ditions for entrepreneurs in this area. Paradoxically, this situation may lead
to greater or lesser conflicts with the principles on which the EU’s single
internal market is built. In addition, the actual enforceability of the rules
on the exchange of information, assistance and cooperation between EU
Member States, but especially the rules on assistance and cooperation with
non-EU Member States (Article 107 MiCA), remains controversial.

4.2. The roles of other supervisory authorities in the crypto-asset
market

Supervision of the crypto-asset market by the relevant authorities is key
to ensuring stability and consumer protection in the digital financial environ-
ment. Although the NBS has the primary role in Slovakia, the effectiveness
of this supervision depends on cooperation with other authorities at European
and national level. Together, these authorities form a comprehensive sys-
tem that regulates the crypto-asset market in accordance with the MiCA
Regulation and relevant national legislation.

The EU and its leaders are fully aware that cyber threats know no borders
and have therefore created a unified legislative framework and equipped
the existing institutional framework with additional powers to ensure the pro-
tection of individuals in the crypto-asset market. The European institutional
framework includes, in particular, the European Banking Authority (hereinafter
also referred to as “EBA"), the European Securities and Markets Authority
(hereinafter also referred to as “ESMA”") and, finally, the European Insurance
and Occupational Pensions Authority (hereinafter also referred to as “EIOPA”).

The EBA specializes in the regulation and supervision of asset-referenced
tokens (referred to as ARTs) and electronic money tokens (also known by
the abbreviated term EMTs). The EBA even issued an official statement
onlJuly 5,2024, addressed to consumers [EBA statement]. As the popularity
of stablecoins grows, it is essential that they be strictly regulated, which
is changing to some extent with MiCA regulation (see above). The role
of the EBA, as the supervisory authority at EU level, is to ensure that
issuers of these tokens meet strict requirements for governance, capi-
tal, liquidity, and reserves, which serve as a guarantee for token holders.
In the event of a systemic failure of stablecoins, financial stability could be
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disrupted, as the amount of capital contained in these assets is relatively
high and significant. Therefore, EBA supervision of these tokens is crucial.
In addition, the EBA is also tasked with developing regulatory technical
standards and guidelines to ensure a harmonized approach to crypto-as-
sets regulation across the EU3. It works closely with national supervisory
authorities to ensure consistent implementation and enforcement of MiCA
rules, which, as we have already mentioned, is quite crucial.

ESMA has broader powers in the area of market supervision and can be said
to complement the EBA's activities in this area. This European authority
is responsible for CASPs, especially when they operate across EU Member
States. ESMA also issues opinions on current developments in the crypto-as-
sets market. Among recent and very important opinions, we can mention
the one from July 15, 2025, which concerned the provision of unregulated
CASP services [Avoiding Misperceptions: Guidance for Crypto-Asset Service
Providers Offering Unregulated Services)®. Its main task is to coordinate
the activities of national authorities (in the Slovak Republic, this is the NBS,
as already mentioned) to ensure the uniform application of the MiCA regula-
tion in all Member States. ESMA also sets technical standards and guidelines
(for whitepapers, CASPs, etc.), thereby increasing the transparency, credibility,
and security of the entire market. This also shows how ESMA complements
similar activities carried out by the EBA. ESMA also focuses on preventing
and punishing market abuse, such as manipulation and insider trading.

Furthermore, EIOPA’s involvement in the supervision of the crypto-asset
market is limited, but in our view it plays an important role in assessing
the risks that crypto-assets pose to the insurance and pension sector,
and therefore this authority cannot be overlooked in the context of assessing
the activities of other supervisory authorities at EU level. This body also
monitors how volatility and cyber threats could affect assets managed by
insurance companies and pension funds, and this is where we see a funda-
mental overlap with the area of crypto-assets.

8  The NBS has already adopted several methodological guidelines in response to the EBA
guidelines at the European level. An overview of the EBA guidelines adopted by the NBS
is published on the central bank’s website, which we consider very positive in terms
of transparency and predictability of public authorities’ actions in this area.

? It should be noted that, in addition to regulated services in the field of crypto assets, there
are still activities that fall outside the legal and regulatory framework. This is a certain
weakness of the current regulation, which we believe will be remedied in the near future.
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As can be seen, each of the European authorities listed above fulfils a specific
role to ensure comprehensive protection across the EU financial system,
including in the context of new digital technologies, such as crypto-assets.
All three authorities, collectively referred to as the European Supervisory
Authorities, work together to make the regulatory framework in the EU
as effective as possible, which also applies to MiCA regulations.

Cooperation between these European authorities and national supervisory
institutions, such as the NBS in Slovakia, is fundamental to the successful
implementation of the MiCA regulation. Their joint efforts ensure that
the same rules are followed in the crypto-asset market and that consumers
are protected regardless of the Member State in which they are established.
For these reasons, the hypothesis set out in the introduction to this article
has been confirmed. A European solution to this issue has been long overdue.
We believe that this comprehensive and coordinated approach is essential
to manage the dynamic cyber risks in this sector and to promote individuals’
trust in the entire crypto-asset ecosystem. The same applies to the organi-
zational and legal basis of supervisory authorities, consisting of a structure
of national authorities supplemented by European supervisory authorities
that will harmonize procedures within EU member states.

5. Conclusion

In this article, we have attempted to systematically analyse cyber risks
in the crypto-asset market and assess the new legal and institutional frame-
work for consumer protection in the crypto-asset market at the EU level
and specifically in the Slovak Republic. This corresponds to the objective
of the article set out in its introduction. In our research, we identified
several cyber threats to consumers (individuals) that are very widespread
in practice, such as phishing, malware, and the vulnerability of individual
platforms. We also assessed how the new MiCA regulation addresses these
risks through a number of measures it introduces, but above all through rules
on increased transparency, the introduction of a relatively strict licensing
regime for CASPs, the regulation of stablecoins, and finally the establishment
of rules against market abuse.

An analysis of the adopted rules and the creation of an institutional frame-
work led us to conclude that the hypothesis - that the new European MiCA
regulation, in conjunction with the supervisory activities of the National Bank
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of Slovakia and other authorities, provides consumer protection against cyber
threats in crypto-asset markets - was confirmed with certain reservations,
which we have attempted to outline and describe, along with the specific
reasons for our concerns and reservations.

Although MiCA and related European or national regulations do not provide
absolute protection, as no regulation can completely eliminate the risks
associated with the decentralized nature of crypto-assets, they significantly
strengthen consumer legal protection and reduce legal uncertainty in the mar-
ket. It should be added that full supervision and regulation is not desirable,
as crypto-assets are not issued by states or supranational organizations.

Measures such as the introduction of supervision of CASPs, mandatory
disclosure of whitepapers, and regulation of stablecoins create a safer
and more predictable environment for all stakeholders in the crypto-asset
market, which we view very positively. National authorities such as the NBS,
which has been granted extensive supervisory powers over crypto-asset
issuers and CASPs, also play an important role in this process. In addition,
synergy with other European authorities, such as ESMA and EBA, should
ensure the most comprehensive and harmonized approach by the competent
authorities of EU Member States.

In conclusion, the new legislation represents a significant qualitative step
forward, but for it to be fully effective, it will be necessary to enforce
the rules effectively and consistently at the national level and to cooperate
internationally, especially with authorities from non-EU member states, which
may be problematic, but at this point it is impossible to draw premature
conclusions on this issue. Only practice will show to what extent it will be
possible to translate theoretical assumptions into a real reduction in cyber
risks in the crypto-asset market for consumers, who are highly vulnerable
without adequate legislative and institutional support.
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