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Abstract

The purpose of this study is to analyse the regulations concerning CASPs and 
outsourcing in the CA market from the perspective of supervisory regulations and to 
answer the question of the completeness and coherency of the adopted regulations, 
especially with regard to CASPs from third countries, under the normative conditions 
of Article 61 of MiCA. The point of reference for the considerations presented in 
this article is, first, the principle of financial stability related to CASP activities, 
second, the principle of digital security formulated in the DORA Regulation. The 
conclusions of the study can be summarised as follows: there are functional links 
between the supervisory regulations for CASPs under MiCAR and DORAR, which 
are of key importance for digital security and resilience in the crypto-asset market, 
whilst Article 61 of MiCAR provides for highly flexible, from the perspective of 
client protection under-regulated provisions of client acquisition.
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1.	 Introduction

The adoption of the MiCA Regulation (Regulation (EU) 2023/1114, here-
inafter referred to as MiCA or MiCAR) significantly changes the regulatory 
situation on the crypto-asset (hereinafeter: CA) market (crypto-asset market: 
hereinafter CAM) [Hrabcák, Štrkolec 2024]. In addition to introducing 
supervision over the issuance and trading of CA and regulating the specific 
process of tokenisation of the CAM, supervision has also been extended to 
crypto-asset service providers (hereinafter CASP) [Srokosz 2023: 436-444].

The purpose of this study is to analyze the regulations concerning CASPs 
and outsourcing in the CAM from the perspective of supervisory regula-
tions and to answer the question of the completeness and coherency of the 
adopted regulations, especially with regard to CASPs from third countries, 
under the normative conditions of Article 61 of MiCA. The point of refer-
ence for the considerations presented in this article is, first, the principle of 
financial stability related to CASP activities, second, the principle of digital 
security formulated in the DORA regulation (Regulation (EU) 2022/2554, 
hereinafter referred to as the DORA Regulation or DORAR), linked, among 
other things, to critical ICT third-party service providers, also ICT third-party 
service provider established in a third country (hereinafter DORAR), and 
thirdly, the principle of consumer protection in the CAM, reconstructed 
from these two regulations.

It will also be important to answer questions about the tasks of supervisory 
authorities at national and EU level, as well as the existence of platforms for 
mutual cooperation between supervisory authorities in Member States and 
third countries on CASPs and their activities2. It is also worth noting that 
although the study will consider and assess the provisions relating to the 
objectives, tasks and competences of supervisory authorities mainly from 
the perspective of financial stability and financial security, the comments, 
conclusions and evaluation will also address the effectiveness of customer 
protection in the CAM interacting with CASPs. The latter is all the more 
important given that there are no guarantee funds in the CAM [Fedorowicz 
2024: 61-75]. Furthermore, an important issue from the point of view of 
customer protection in the CAM is that of CASP from third countries (Art. 61 
MiCA), both from the perspective of the MiCA and the DORA Regulations, 

2	 Polish law implementing MiCA on the crypto-asset market have been vetoed twice by 
the President.
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as well as the regulation of outsourcing institution in the CAM contained 
in MiCAR.

The theses of this study are, firstly, that there is disproportionate and overly 
flexible supervision of third-country CASPs compared to the supervisory 
regulations for CASPs based in the EU and, secondly, that it is the supervi-
sory authorities, mainly national ones, that have the difficult task of ensuring 
stability, digital security and customer protection in the CAM, in particular by 
means of instruments influencing the content of legal relationships between 
CASPs, outsourcers or ICT service providers and financial entities. 

The research method adopted in this study is the dogmatic-legal method.

2.	 The crypto-asset market from an EU supervisory perspective, 
including in particular the organisation of CASPs

The MiCAR introduces a number of provisions regulating the supervision 
of the organisation of the CAM, including the supervision of entities pro-
viding CA services [Fedorowicz, 2021: 75-88]. As is well known, this is the 
first comprehensive EU regulation of the CAM organisation, with the full 
implementation of MiCA additionally requiring Member States to adopt laws 
implementing the MiCAR. In addition, it should be noted that the MiCAR is 
also functionally linked to the implementation of the DAC-8 Directive on 
the exchange of information on CA between competent authorities (also 
AML authorities).

There is an important link between MiCA and DORA, as DORA's provisions on 
risk and digital resilience apply to issuers, CASPs and CA platform operators.

The CASP regulation in MiCA is particularly important for financial security, 
especially in situations where the service provider is based outside the 
EU, and also for customers who would use the services or products of CA 
providers based outside the EU.

Under MiCA, supervision of CA providers is subject to the obligation to 
obtain a CASP licence from the national supervisor (Article 59 MiCA). 
Given that the MiCAR also provides for a category of significant CASPs, this 
supervision is carried out directly by the EU supervisor once the existence 
of a significant CASP has been established or the entity has self-qualified as 
a significant CASP [Buttigieg, 2025]. It is important that CASPs prudential 
safeguards are checked during the licensing process (Article 67 MiCA), as 
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this is particularly important for future CASPs customers who are not banks 
or investment firms.

As always when regulating areas previously unregulated by EU or national 
legislation, the problem arises of optimal regulation [Buttigieg, Cuyle, 
2024:233-243] that complies with the principles of proportionality, stability 
[Fedorowicz 2025: 1029-1039] and freedom and transparency in the pro-
vision of CA services, as well as competitiveness vis-à-vis third countries or 
(other EU countries with varying degrees of liberalism in their implementation  
of EU law) on the one hand, and on the other hand, stability and financial 
security and regulatory convergence [Asschemann 2023: 489-500] ensured 
by means of cooperation between national and EU supervisors and not 
centralisation of direct supervision by ESMA [Buttigieg, 2026:49-58] and 
also necesary collaboration with FIUs. It can be argued that the CAM, as 
a market without strong customer protection, a highly decentralised market, 
without guarantee funds, highly volatile with many investment risks, requires 
clear and consistent supervisory regulation, and the shape of the first and 
second government draft law implementing MiCA in Poland was generally 
well in line with the relatively clear assumptions of the MiCAR and the 
implementation of the DAC-8 directive and of the future implementation 
of new AML regulations.

The organisation and regulation of CASPs in MiCA largely mirrors the nor-
mative provisions of MiFID II with regard to investment service providers. 
This similarity is evident, for example, in the requirement for CASPs to 
obtain authorisation to provide services and the obligation to act honestly, 
fairly and professionally in accordance with the best interests of their clients 
(Article 66 MiCA). The principle of transparency of activities, protection 
through client information, the principle of best execution, and warning 
clients about risks are the main elements designed to counteract mis-selling 
and misleading clients, which have been repeatedly analysed in regulatory 
theory and practice in relation to investment services under MiFID II.

3.	 Supervisory instruments over CASP in the light of MiCA and 
DORA regulations

As already mentioned, pursuant to Article 59 in conjunction with Article 63 
of the MiCAR, CASPs are subject to the legitimate requirement to obtain 
authorisation from national supervisors – or, in the case of significant CASPs, 
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from ESMA, which is a good solution in comparision to the idea of EU to 
assigned the direct supervision of all CASPs by ESMA. This current (ex ante) 
supervision is therefore already carried out in the licensing proces [Srokosz 
2025: 65-78]. Furthermore, the other provisions of the MiCAR relating 
to the supervision of CASPs can be grouped into two main principles, the 
first being the disclosure requirements imposed on CASPs and the second 
being a substantial set of obligations relating to the internal management 
of CASPs. Compliance with both requirements is subject to supervision at 
national and EU level. The basic instruments of ex post supervision include 
the withdrawal of authorisation for CASPs. To illustrate the links between 
MiCA and AML, it is worth noting that one of the legal grounds for withdrawal 
is a CASP's breach of national provisions transposing Directive 2015/849 
(AML) (Article 64(2)(a) MiCA). Other supervisory and disciplinary measures 
for CASPs include: objecting to a planned acquisition of a CASPs (Article 83 
MiCA), direct supervision of significant CASPs by the EU supervisor, and 
classic repressive and investigative supervisory measures (Article 94 MiCA) 
or intervention powers (Articles 103-105 MiCA), as well as the application 
of administrative and financial penalties (Article 111 MiCA).

The supervisory analysis must also cover the regulations resulting from 
the DORAR. Pursuant to Article 2(1)(f) of the DORAR, CASPs, as ‘financial 
entities’, have rightly been covered by the regulations (largely supervisory 
and related to reporting obligations) set out in the DORAR. This means that 
CASPs must also build digital resilience based on the digital risk manage-
ment requirements set out in DORAR. In particular, this requires CASPs to 
establish an ICT risk management framework, identify, classify and prepare 
appropriate documentation, and counter cyber threats in relation to ICT 
risks, in accordance with the principles of proportionality. CASPs manage 
the risk posed by ICT third-party service providers as an integral part of the 
ICT risk covered by their ICT risk management framework. CASPs that 
have entered into contractual arrangements for the use of ICT services 
for business purposes remain fully responsible at all times for fulfilling and 
complying with all obligations under the DORAR and applicable financial 
services regulations, in accordance with the principle of proportionality. 
ESAs conclude administrative cooperation agreements with the relevant 
authorities of third countries to enable the Lead Overseer (hereinafter LO) 
and its team designated for this task in a given third country to carry out 
inspections efficiently in that third country, whereby the DORAR specifies 
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the essential elements of these agreements, indicating, inter alia, that for 
effective supervision it is important to specify in the agreements, firstly, the 
procedures for coordinating supervisory activities in the area of monitoring 
risks posed by ICT third-party service providers by the relevant third-country 
authority; secondly, a mechanism for the transfer of all relevant information 
between EU supervisors and third-country supervisors; thirdly, a system for 
the third-country authority to notify the ESA of breaches of law by a critical 
ICT third-party service provider, as well as the measures and sanctions applied; 
fourthly, regular exchange of information on regulatory and supervisory 
developments in the third country with regard to the monitoring of risks 
posed by ICT third-party service providers in the third country (Article 36(2) 
of DORAR).

The solutions adopted in the DORAR are intended to facilitate and enable 
effective supervision of ICT third-party service providers. However, the 
obligation to manage risks posed by ICT third-party service providers rests 
with financial entities (Article 28 of DORAR), and thus in this case also with 
CASPs, but only with CASPs that have been ‘authorised’ under MiCAR, as 
stipulated in DORAR. At this point, two situations need to be distinguished: 
one where CASPs operate on the basis of authorisation and another where 
Article 61 MiCA applies. In the first case, CASPs must comply with DORAR 
rules as financial entities (Article 2(1)(f) of DORAR), and in the second case, 
CASPs from third countries (Article 61 of MiCAR) will not be financial entities 
within the meaning of DORAR.

If we are dealing with a CASPs that has been authorised to operate in the 
EU on the basis of a MiCAR licence, then that entity, as a financial entity 
within the meaning of DORAR, using the services of ICT third-party service 
providers, is responsible for fulfilling and complying with its obligations under 
DORA (Article 28 DORAR). This responsibility is expressed, inter alia, in a legal 
relationship established in accordance with the principle of proportionality 
through contractual arrangements for the provision of ICT services between 
the CASPs (financial entity) and the ICT third-party service provider. Financial 
entities, using a risk-based approach, determine in advance the frequency of 
audits and controls and the areas to be controlled at ICT third-party service 
providers. In essence, it can be said that financial entities assume the role 
of ‘supervisory authorities’ in DORA in terms of the normative shape and 
control of the performance of contractual provisions with ICT third-party 
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service providers. Moreover, the normative shape of these agreements has 
been largely determined by mandatory contractual content, either explicitly 
indicated in the provisions of DORA (e.g. 28(7) DORA or Article 30 DORAR) 
or decodable from the provisions of DORAR and MiCAR.

The legal relationship between CASPs as financial entities and ICT third-
party service providers is most fully expressed in Article 30 of DORAR, 
which regulates the necessary key contractual provisions, minimum, specific 
(‘at least’) essential elements of agreements between financial entities and 
ICT third- party service providers. This essential content of the contractual 
provisions is intended to guarantee the secure and effective supervision 
of the cooperation between CASPs and ICT third-party service providers. 
Of particular note in these provisions is the solution whereby it is possible 
to determine the admissibility of subcontracting by external ICT providers 
performing essential or critical functions for CASPs, while at the same time 
specifying the right of access, control and audit by the financial entity or 
a designated third party or competent authority.

With regard to a critical ICT third-party service provider that would be of 
crucial importance to a financial entity, EU supervisory authorities make this 
designation under the conditions and within the framework of Article 31(1) 
of DORAR, whereby financial entities may use the services of ICT third-party 
service providers established in a third country and designated as critical if 
those ICT third-party service providers have established a subsidiary in the 
EU within 12 months of the designation (Article 31(12) of DORAR). The EU 
competent supervisors also designate as the lead supervisory authority 
for each critical ICT third-party service provider the EU supervisor that is 
responsible for the financial entities that together account for the largest 
share of the total assets of all financial entities using the services of that 
critical ICT third-party service provider, shown as the sum of the individual 
balance sheets of those financial entities.

In turn, the LO designated in accordance with Article 31(1)(b) of DORAR 
shall supervise the critical ICT third-party service providers assigned to 
it and shall be the main point of contact for those critical ICT third-party 
service providers for all supervisory matters. The LO shall assess whether 
each critical ICT third-party service provider has adopted comprehensive, 
robust and effective policies, procedures, mechanisms and arrangements 
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for managing the ICT-related risks that the provider may pose to financial 
entities.

The competences of the LO can be classified as supervisory powers in the 
strict sense, as it may, inter alia: request ICT third-party service providers to 
provide all relevant information and documents; conduct general investiga-
tions and inspections; issue recommendations, in particular those relating 
to further subcontracting to ICT third-party service providers from third 
countries or to refrain from entering into a further subcontracting agreement, 
if, in the opinion of the authority, this would pose a risk to the provision 
of services by the financial entity or a risk to financial stability, or impose 
financial penalties on ICT third-party service providers. In accordance with 
the principle of transparency at EU level, the list of critical ICT third-party 
service providers is updated annually.

In particular, CASPs, as a financial entity, is responsible for ensuring, when 
using ICT third-part services, that the concentration risk is properly assessed 
so as not to become dependent on ICT third-party service providers (Article 29 
of DORAR). It  is worth noting that further subcontracting of ICT third-
party services is not prohibited in DORAR; the regulation only states that 
"where the contractual arrangements on the use of ICT services supporting 
critical or important functions include the possibility that an ICT third-party 
service provider further subcontracts ICT services supporting a critical or 
important function to other ICT third-party service providers, financial 
entities shall weigh benefits and risks that may arise in connection with such 
subcontracting, in particular in the case of an ICT subcontractor established 
in a third-country" (Article 29(2) of DORAR). CASPs should also consider 
whether EU data protection rules are complied with and effectively enforced 
in that third country. Of particular importance and caution (from a risk 
perspective) as well as stability and secure functioning of the CA market, 
CASPs may find the provision that they are the ones to assess whether and 
how potentially long or complex subcontracting chains may affect their 
ability to fully monitor the functions covered by the contract and the ability 
of the competent authority to effectively supervise the financial entity in 
this regard (Article 29 DORAR in fine).

The efficiency and effectiveness of the exercise of the LO powers over 
critical ICT third-party service providers (if the supervisory objectives can-
not be achieved through contacts with the subsidiary) depends, however, 
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primarily on the conclusion and implementation of administrative cooper-
ation agreements by the ESAs with the relevant third-country authorities 
to enable, where necessary, the efficient conduct of inspections in a given 
third country by the LO and its team designated for that task in that third 
country (Article 36 DORAR). 

These cooperation agreements do not create legal obligations for the EU and 
its Member States, nor do they prevent Member States and their competent 
authorities from concluding bilateral or multilateral agreements with those 
third countries and their relevant authorities. However, the enforcement 
of these provisions is subject to the consent of the critical ICT third-party 
service provider to carry out inspections in the third country and to the 
absence of any objection by the supervisory authority of the third country. 
Cooperation between these authorities is therefore a guarantee of effective 
enforcement of supervisory provisions. It is worth adding that the LO may 
also issue a decision (pursuant to Articel 37 DORAR) requiring critical ICT 
third-party service providers to provide information, such as documents, audit 
reports, ICT incident reports or contracts necessary for the performance of 
supervisory duties, and any other information on parties to whom the critical 
ICT third-party service provider has outsourced functions or operational 
activities. The LO shall immediately forward a copy of the decision requesting 
the provision of information to the competent authorities of the financial 
entities that use the services of the critical ICT third-party service providers 
concerned and to the Joint Overseer Network.

The critical ICT third-party service provider remains fully liable if the infor-
mation provided is incomplete, untrue or misleading. Another possibility to 
enforce the required behaviour from critical ICT third-party service providers 
is the institution of general investigations (Article 38 of DORAR).

The LO may conduct investigations into critical ICT third-party service 
providers, including: access to documents, requests for written and oral 
explanations from representatives of critical ICT third-party service pro-
viders, and requests for records of telephone calls and data traffic. Failure 
to respect these powers of the LO may result in the imposition of periodic 
penalty payments. The LO shall inform the competent authorities of the 
financial entities that use the services of a given critical ICT third-party 
service provider about the planned investigation and the identity of the 
authorised persons.
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In addition, the LO also has the possibility to carry out on-site inspections, 
including at business premises and remotely at ICT third-party service pro-
viders. Such inspections may cover the full range of relevant ICT systems, 
networks, equipment, information and data used to provide ICT services to 
financial entities or affecting the provision of such services. Of course, the LO 
shall, in good time before the inspection, inform the competent authorities 
of the financial entities that use the services of the ICT third-party service 
provider concerned. The critical ICT third-party service provider shall be 
subject to the on-site inspections specified in the decision of the LO. This 
decision specifies the subject matter and purpose of the inspection, its start 
date and periodic penalty payments. The effectiveness of this supervisory 
instrument will be determined by the solution provided for in Article 39(7) 
of DORAR, according to which, if the officials of the LO find that a critical 
ICT third-party service provider opposes such an inspection, the LO shall 
inform critical ICT third-party service provider of the consequences of such 
opposition, including the possibility that the competent authorities may 
require financial entities to terminate their contractual relationships with 
that critical ICT third-party service provider3.

This is an interesting example of supervisory provisions ‘encroaching’ on 
civil law and previously concluded agreements between a financial entity 
and ICT third-party service providers, but it should be emphasised that this 
encroachment is justified and necessary.

Essentially, therefore, a specific ‘threat’ for critical ICT third-party service 
providers is the risk of a financial institution ‘terminating’ the contract under 
pressure from the supervisory authority to end legal relations with the critical 
ICT third-party service provider.

The effectiveness of supervision over critical ICT third-party service pro-
viders may also be enhanced by follow-up measures (Article 42 of DORAR) 
addressed both to critical ICT third-party service providers (e.g. publication 
of information on non-compliance or lack of information on compliance with 
the recommendations of the LO) and to financial entities cooperating 
with critical ICT third-party service providers (the supervisory authority 
ordering them, as a last resort, to temporarily suspend, in whole or in part, 
the use of the service provided by a critical ICT thid-party service provider, 
or to terminate the relevant contractual provisions concluded with that 
3	 Emphasis – MF.
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critical ICT third-party service provider). This ultimate supervisory measure 
of suspending or terminating contracts with an critical ICT third-party service 
provider (Article 42(6) of DORAR) already constitutes a very real ‘power’ of 
supervisory influence over critical ICT third-party service providers. 

4.	 Provision of crypto-asset services at the exclusive initiative of the 
client pursuant to Article 61 MiCA (reverse solicitation)

A special case of CA service provision is the provision of services at the 
exclusive initiative of the customer. This specific nature stems from the fact 
that, as a rule, the provision of CA services in the EU requires authorisation. 
However, the regulatory framework of Article 61 MiCAR allows third-country 
providers to provide CA services to customers in the EU without the need 
to obtain authorisation.

The condition for the correct application of this provision is that, in short, 
the ‘EU client’ initiates, on its own exclusive initiative, the provision 
of CA services or the conduct of CA activities by a third-country firm. 
Article 61 of MiCAR is clarified by the ESMA guidelines of 26 February 
2025 [ESMA35-1872330276-2030], which are in fact crucial for detecting 
and preventing practices, which are in breach of the provisions of Article 61 
MiCAR. The objectives of these guidelines are to establish consistent, effi-
cient and effective supervisory practices within the ESFS and to ensure the 
common, uniform and consistent application of the provisions in Article 61 
of MiCAR. It is not the optimal solution, however, that these matters were 
included in soft law rather than in the more substantial content of the MiCAR 
or BTS, as they are fundamental to customer protection in the CA market 
with regard to the provision of services or activities undertaken by companies 
from third countries at the exclusive initiative of the client.

An analysis of the provisions of these guidelines reveals that the main 
pillars of this protection are the following rules: firstly, the rule according 
to which the provision of CA services following the acquisition on behalf 
of a third-country firm by a person or entity regulated in the EU should still 
be considered a violation of the MiCAR. This applies in particular to any 
advertising activities carried out by EU credit institutions or investment 
firms, even if the third-country firm belongs to the same group (point 22 
of the guidelines). ESMA guidelines 26/02/2025 to Article 61 of MiCAR 
provide an explanation of the term solicitation by CASPs providers from 
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third countries. This term covers acquisition by a company, its employees, 
outsourcers or even influencers. The condition for classifying an activity as 
acquisition is acting on behalf of the company or having close ties to the 
company, for which the legal basis may be a contract or informal agreement 
and, in principle, the existence of any monetary or non-monetary benefit 
associated with the acquisition activity. National competent authorities 
should consider all the facts and circumstances of the case to assess whether 
a third-country firm is soliciting clients established or located in the EU. 

The second important rule interpreted from the guidelines concerns the 
concept of exclusive customer initiative. This notion should be interpreted 
narrowly and reconstructed on the basis of factual circumstances. These 
circumstances essentially determine whether a third-country firm may provide 
CA services to a client without obtaining authorisation from national or EU 
authorities. The implementation of this rule, and thus the effectiveness of 
client protection, is solely linked to the need to keep records that allow the 
relationship with the client to be traced, and in particular whether the client 
took the initiative.

The third and most important rule resulting from the guidelines, as it ensures 
effective customer protection, is to ensure and apply adequate supervisory 
practices in this area, which seems to be a particularly difficult task due to 
the need for ongoing monitoring of the activities of third-country companies, 
mainly on the Internet (especially on social media and influencer media) 
by supervisory authorities. The effectiveness of these activities seems to 
depend primarily on cooperation between supervisory authorities and tax, 
police or AML authorities in EU countries and third countries.

The categorisation of CA and CA services or activities used by a third-country 
firm should be sufficiently detailed to prevent the use of the exemption 
for reverse solicitation to circumvent the authorisation requirement under 
Article 59 of MiCAR. This gives rise to specific supervisory tasks in terms of 
monitoring the activities of online CASPs from third countries and assessing 
(based on facts rather than contractual arrangements or disclaimers) whether 
the CASPs provider has solicited the customer or whether the contact was 
initiated exclusivley by the customer. Of course, the institution of reverse 
solicitation is not new in financial market law; it also operates in the capital 
market (based on the provisions of MiFID II). However, it is worth noting 
that the CAM is more decentralised than the capital segment, and customer 
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protection regulation in this market appears to be weaker than in the capital 
market4.

The manner of regulation in Article 61 MiCAR raises a number of critical 
comments, and compliance with the boundary conditions of Article 61 
MiCAR is highly illusory. On the one hand, the EU legislator's determination 
for a flexible approach to this article and to ensure that customers can use 
CA services from third countries is understandable, especially in the era of 
online services and the latest technologies. On the other hand, however, 
a reading of the guidelines highlights the challenges facing supervisory 
authorities and others in the process of protecting CAM customers who use 
the services of third countries. From this perspective, the question remains 
open as to whether it is appropriate to supplement the normative content 
of Article 61(3) MiCAR not with guidelines (as is currently the case) but with 
BTSs. This would result in an increase in regulation, but in such an important 
segment as customer protection in the CAM, it seems worth considering. 
While the need to ensure competitiveness in the CAM and to allow customers 
to decide whether to use third-party products and services in framework of 
inbound marketing is understandable, it should be noted that the institution 
of reverse solicitation in the CAM requires a special supervisory approach 
from the perspective of customer protection. The provisions of reverse 
solicitation should be subject to narrow interpretation. The burden of proof 
lies here with the third party. It must rigorously document that it was the 
customer who initiated contact. The tasks and challenges for supervisors 
relating to reverse solicitation must be considered particularly important in 
view of the weaker protection of customers in this market.

5.	 The outsourcing in the CA market

Due to reduced customer protection compared to other financial market 
sectors, the institution of outsourcing under Article 73 of MiCAR also 
deserves comment and attention from a consumer perspective. This raises 
the question of the limits of creating outsourcing chains, which is important 
both from the perspective of CAM customers and the financial stability of 
this market.

4	 The issue of reverse solicitation in other segments of the financial market, e.g. in the 
payment services market or in online payments, is beyond the scope of this study. For 
more on this topic, see: [Mostowik 2022: 99-113].
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The regulatory framework for outsourcing institutions in the CAM appears to 
be clear. Pursuant to Article 73 of MiCAR, CASPs who outsource services or 
activities to third parties for the purpose of performing operational functions 
are required to take all reasonable measures to avoid additional operational 
risk. Furthermore, they are fully responsible for fulfilling their obligations and 
are required to ensure, among other things, that: firstly, outsourcing does not 
lead to the transfer of responsibility from CASPs; secondly, that outsourcing 
does not alter the relationship between CASPs and their customers or the 
obligations of CASPs towards their customers; thirdly, outsourcing does 
not alter the conditions for granting authorisation to CASPs or, for example 
fourthly, outsourcing does not prevent the competent authorities from 
exercising their supervisory functions.

CASPs has rightly imposed an obligation to have an outsourcing policy 
covering contingency plans and exit strategies. In addition, CASPs are 
required to specify in a written contract their rights and obligations and the 
rights and obligations of third parties to whom they outsource services or 
activities. Outsourcing contracts give CASPs the right to terminate them. 
CASPs and third parties are required to provide the competent authorities 
and other relevant authorities, upon request, with all information necessary 
to enable those authorities to assess the compliance of outsourced activities 
with MiCAR. 

The outsourcing solutions presented in MICAR therefore provide a framework 
for outsourcing regulation, which establishes rules for a proper and, in the 
opinion of the EU legislator, secure outsourcing policy in MICAR. Firstly, 
these include, above all, the rule, or even the principle (in the light of which 
the provisions of Article 73 MiCAR should be interpreted and explained), 
that responsibility for the outsourcer's activities rests with the CASPs, and 
this rule constitutes a specific non-transferable provision in this regulation.

This means that any contractual provisions modifying the above rules should 
be considered non-binding and inconsistent with Article 73 of MiCA. Secondly, 
it can be pointed out that outsourcing activities must not harm the customer 
of the CASPs. The third rule related to the boundaries of outsourcing is that 
any contractual provisions between providers and outsourcers cannot de 
facto change or modify the terms of the authorisation already granted to 
providers. And the fourth rule, which can be reconstructed from Article 73 
MiCAR, concerns supervisory issues, imposing obligations on both parties to 
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the outsourcing relationship (providers and outsourcers) to enable supervisory 
authorities to carry out effective controls. It is precisely for reasons related 
to the need to ensure effective control and supervision that a restrictive 
interpretation of Article 73 MiCAR with regard to sub-outsourcing should 
be advocated.

6.	 Conclusion

Undoubtedly, the supervisory authorities are responsible for ensuring 
digital resilience, even though the legal framework for resilience obviously 
provides for a three-stage system: the internal policies and systems of 
a financial entity (1) supervised by a national supervisory authority (2), 
followed by EU supervisory authorities (3) and their normative patterns. 
It  is the national supervisory authorities that have effective instruments 
at their disposal to suspend CA or ICT services and to oblige the termina-
tion of dangerous contracts with critical ICT third-party service providers. 
However, given the national supervisory objectives in the financial market, 
it is impossible to imagine any supervisory authority other than (in Poland) 
the Polish Financial Supervision Authority (KNF). The voices appearing in 
Poland in the public debate about the need to place the CAM under the 
supervision of an entity other than the KNF would not only undermine 
the objectives of financial market supervision, but would also have a nega-
tive impact on the emerging model of customer protection in this financial 
market, which is weaker than in other market segments due to the existence 
of significant and new risks in this market, including in particular the risk of 
speculation and the possibility of an increased risk of money laundering. 
Another regulatory national challenge in Poland is related to the catalogue 
of banking operations listed in Article 5(2) of the Banking Law in order to 
enable banks to apply the MiCA Regulation in full [Srokosz 2026: 19-32]. 

An unquestionable challenge for supervisory authorities at the national 
level – the KNF – should be to strike a balance between ensuring innovation 
in the financial market on the one hand, and proportionate but decisive 
supervisory measures on the other, including in particular measures to 
protect customers and the market as a whole. It seems that supervisors 
must pay particular attention to the supervisory challenges covered by the 
provisions of Article 36 of DORAR, concerning the exercise of supervisory 
powers outside the EU.
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Regulatory gaps in both DORAR and MiCAR are noticeable in the area of 
customer protection in the CAM, especially with regard to for example reverse 
solicitation. The use of soft law to clarify or supplement this protection, 
which is enshrined in Article 61 of the MiCAR, also raises doubts. It seems 
reasonable to consider regulatory modifications in this area and to stand-
ardise customer protection in this area by means of binding legal norms, in 
this case: BTSs, given the specific nature of this market, its decentralisation 
and lack of guarantee funds, as well as the difficulties in pursuing claims by 
customers whose rights have been infringed.

Certain regulatory dangers and risks of abuse can also be diagnosed on the 
basis of Article 71 MiCAR, as well as Article 61 MiCAR in conjunction with 
Article 71 MiCAR. 

The regulatory differences between Articles 59 and 61 MiCAR demonstrate, 
as also can be seen, the disproportionate nature of the solutions, creating 
potential scope for abuse and distortion in the application of Article 59 
MiCAR. The supervisory guidelines adopted for Article 61 MiCAR without 
the strong involvement of financial market protection authorities may prove 
illusory. Of course, the scale of regulatory difficulties in the CAM is different 
from other market segments, given the far-reaching decentralisation of this 
market and its digital format. Nevertheless, or perhaps precisely because of 
this, it would be worth reconsidering the methods and instruments used to 
supervise the protection of the EU financial market and its customers. The 
normative concept of the EC to assigned to ESMA the direct supervision of 
all CASPs will not – in my opinion-strenghten supervision per se.

There appears to be a lack of unquestionable solutions in this regard in the 
guidelines of 25/02/2025, as well as a lack of transparent indications as 
to the level of the outsourcer chain. Again, it seems that this could be too 
far-reaching an interference in the CAM, but in view of the somewhat flawed 
Article 61 of MiCAR and the associated risks for customers – including those 
of a procedural nature and those related to the collection of information 
by EU supervisory, police, AML or tax authorities – it does not seem to be 
merely a subject of theoretical academic reflection.

It can, of course, be argued that CAM customers have the right to make risky 
investment decisions as part of their general economic freedom, but it is also 
worth remembering that clients in this market have no guarantee funds, no 
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investor compensation schemes or other guaranteed benefit fund, and the 
existence of only a white paper and protection through information and con-
tractual clauses may prove insufficient and casue marcoprudential problems.

MiCAR and DORAR have their drawbacks and dangerous imperfections, 
which were discussed in this study. Ensuring the effectiveness of these two 
flagship regulations for the CAM rests primarily with national supervisory 
authorities, which are responsible for ensuring that CASPs and outsourcing 
agreements are properly structured through control and supervisory meas-
ures. The tasks and competences of supervisory authorities analysed in this 
study are justified and proportionate in their interference with the content 
of CASPs or outsourcer contractual provisions and are further evidence that 
in the era of globalisation and digital transformation of financial market law, 
interference from public and private law regulations is necessary to ensure 
financial stability and security in the CAM, protecting in this hybrid way the 
CAM customer, who here – due to the lack of guarantee systems – should 
be subject to stricter protection. Stability and security in the CAM are largely 
a result of the proper exercise of their powers by supervisory authorities 
and ensuring the necessary competitiveness on the CAM should not be at 
the expense of protecting customers on this market.
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