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Abstract

Internet-based currencies play important role in  current world of  banking 
and economy. Repeatedly immense interest concerning the concept of money cir-
cling within the virtual network tends to draw an attention to its division and legal 
status. This paper aims to highlight the issue of ongoing condition of said curren-
cies in digital sphere, along with their advantages and risks linked with the unrea-
sonable usage. With the aid of research from scientific works, legal documents 
and personal opinion, an conclusion has been made.
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1.	 Introduction 

The Internet network is  nowadays expanding in  an  expeditious time. As well 
as  still improving number of  users worldwide, the  knowledge, along with 
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the brand-new possibilities, is also progressing. The change of people’s lifestyles 
and sharing information manner results in the digitalization of societies, which 
leads to the creation of advanced technologies to satisfy modern needs. 

One of the innovation is a divergent approach of exchanging the goods and ser-
vices within the Internet. Constructing new payment methods stands for the alter-
native to  traditional arrangements of  operations within financial transactions. 
A hazardous and unstable sphere of the contemporary financial system contributes 
to the development of less regulated economic relations. On this ground the con-
cept of  currencies other than those acceptable among community has reached 
its top. A basic division between cryptocurrencies, digital and virtual currencies 
has been made, however a term of ‘currency’ sensu largo is the common element 
(Bala, Kopyściański, Srokosz, & Uniwersytet Wrocławski. Wydawnictwo, 2016).

As time passes by, many innovations have been made in contemporary world. Not 
only in  the  sphere of economics’ development or people’s attitude to  improved 
environment. Likewise, new approaches to advancement technologies are being 
made on daily basis. Introduction of currencies within the Internet, despite legal 
either industrial obstacles connected, was the milestone for current market.

Going forward, as  it can be seen from cited literature, the  division of  Internet 
currencies considers differences between them, based both on definitions from 
legal documents and recognition among their users. By the whole of titles shown 
in this paper, most recognizable, as written communications by European Central 
Bank ‘Virtual Currency Schemes’, The Financial Crimes Enforcement Network’s 
Guidance ‘Application of  FinCEN’s Regulations to  Persons Administering, 
Exchanging, or Using Virtual Currencies’ or European Banking Authority ‘EBA 
Opinion on ‘virtual currencies’, are pointed out. 

2.	 Division of currencies among the Internet

To start with, the  concept of  the  ‘currency’ notion per se is  essential. The  con-
ventional nature of  the definition, stressed out in Merriam-Webster Dictionary 
as being an object circling as a medium of exchange, can be discerned in the broader 
meaning. The  Financial Crimes Enforcement Network interpreted previously 
mentioned description with reference to the country’s legal tender approved by 
the State (Department of the Treasury – Dinancial Crimes Enforcement Network, 
2013). The most popular forms are banknotes along with coins, being some sort 
of system of money commonly used by the particular notion. 
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Remarkably favoured by governments is fiat money, being not only in said tangi-
ble shape, but also in the type of credit’s record or balances. Another kind of mon-
etary system relevant to  bear in  mind, is  commodity money, with its intrinsic 
value together with remaining worth and commodity-based capital, not placed 
on regular basis, but with value drafted from the possession (Prateek Agarwal, 
2018).

However, as  years are passing by and  multitude approaches to  development 
of  technologies available to citizens are made, a special division into categories 
of  ‘cryptocurrency’, ‘virtual currency’ and  ‘digital currency’, conditioned by dis-
tant roles and components (Ewa Butkiewicz & Jacek Czarnecki, 2014), became 
an obvious outcome.

2.1.	 Virtual currency

According to the European Central Bank, ‘virtual currency’ is independent of any 
legal authority, determined regionally, non-physical as well as inherently unstable 
(Central Bank, 2012). Operating within the  decentralized system, transactions 
in the corresponding type of currency are being exercised between the members 
of the network, who are responsible further for their verification. It is the most 
widely performed to  purchase goods and  services from any other person with 
the willingness to accept such form of payment. The usage is comparable to tra-
ditional and  frequently recognized ‘real’ currency, but the  course of  operation 
preclude being a substitute the latter. The trust between people and government 
associating current authorized currency is not present in the case of virtual one. 
A distinction from classical means is obvious by the lack of  legal tender status, 
which can be applied solely by entity obliged to do so. Regardless of a few attri-
butions of  the  real currency, that virtual is  generated among ‘user’, ‘exchanger’ 
and ‘administrator’(Department of the Treasury – Dinancial Crimes Enforcement 
Network, 2013) without any protection from governmental bodies and  hence 
with no statutory status. As reported by the FinCEN, those persons are not sub-
ject to  regulations, as  long as  they are not carrying out activity characterized 
as ‘money transmission services’. Furthermore, aforementioned bureau of the U.S. 
Department of  the  Treasury excluded such characters from being a  Prepaid 
Access’ providers and sellers nor foreign exchange dealers.

An earlier specified definition was made by the  European Central Bank in  its 
Report in 2012 (Central Bank, 2012). The principal focus on analysis to stipulate 
more clarity in such area. A statement where the provider is  the only guardian 
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of a control of virtual currencies beyond any particularized framework is meant 
to change in the future. Such assumption is a consequence of increasing demand 
of  accurate rules. In accordance, The  European Banking Authority has given 
a response with strong commitment to detailed regulation. In the other words, 
a  proposal where said providers would be treated as  financial services provid-
ers and  effective Anti-Money Laundering legislation would be drawn up, was 
declared. First issued statement from 2013 (European Banking Authority, 2014) 
was intended to  revive credit and  financial institutions from purchasing or 
holding aforementioned currencies. Particular exposures, like those cause both 
to non-users and participants of market, together with danger to financial integ-
rity, including money laundering or other financial crimes, are intervening with 
profits, for instance lowered cost and increased speed of transaction. 

An announcement from 2014 (European Banking Authority, 2014) furthermore 
mitigates risk within virtual currencies schemes and delineates a definition of such 
medium in  digital value form without any legal authority approval. Analysing 
the content, central features are stated. Money being virtual is convertible so ade-
quate to  swaps or non-convertible, non-redeemable and  easy to  store, transfer 
either trade electrically. To obtain it, user need to follow one of  three, different 
ways, like exchange, receipt or by special activities responding to for example pro-
motion. Economic benefits resulting from commerce in virtual sphere are con-
cluded by EBA. Starting from profits to the whole society, appearing as market 
growth, fewer limitations upon international businesses and faster deals, heading 
to  gains for individuals based on  certainty, security as  well as  autonomy from 
government. Still, to  warn all the  participants, risks are observed and  ordered 
in line with the level of danger. Besides aforesaid division, groups of endangered 
are specified accordingly. Schedules, including examples of  key drivers, are 
attached to the Report, therefore both investors and individuals can obtain vital 
information. 

Another document relevant to advanced supervision of electronic money insti-
tutions was established as  E-Money Directive (Directive 2009/110/EC of  The 
European Parliament and of The Council of 16 September 2009 on the taking up, 
pursuit and prudential supervision of  the business of electronic money institu-
tions amending Directives 2005/60/EC and 2006/48/EC and repealing Directive 
2000/46/EC, 2009)
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. The aim of amending previous directives and forming current was to enhance 
sustainable functioning of internal market by applicable legal foundations. When 
looking through it, no conjunction to virtual currency has been made.

2.2.	 Digital currency

A non-physical type of  currency is  applicable as  ‘digital currency’. Such term 
is more far-reaching than ‘virtual’, hence it can be even concluded that it contains 
the example of the later. Digital money can be either centralized or decentralized 
and  identified as  a  payment system (Tasca, 2015). Principles of  proof-of-con-
cept, along with cryptography encryptions are being considered as a revolution. 
Moreover, there is no single digital currency, but aggregation of  spare divided, 
which can be distinguished by process of users’ agreement to alternative assigned 
ledger and verification procedure (Nakamoto, 2008). As it  is addressed to large 
group of recipients, effectiveness, economical price and certainty must be guaran-
teed. Nevertheless, none of them has a status of ‘state money’, therefore monetary 
value is not the same as the indicated amount, and they cannot be used to real-
ise from payment obligations (Tasca, 2015). On the other hand, digital curren-
cies satisfy a particular purpose, namely ‘utility of reward’ (Tasca, 2015), which 
denotes the  ability to  market frictions’ reduction. Such capability enables their 
users to make profitable choices. 

Despite above features corresponding digital and  virtual currency, reference 
to  the  term of  ‘cryptocurrency’ need to  be indicated. The  concept of  e-money, 
stressed out by David Chaum, has prompted an  importunity of  the  structure 
enabled to  carry out transactions without intermediaries. Such solution could 
contribute to  reduce costs and  improve speed of  conduct. For the  first time, 
the  privacy within Internet transactions (David Chaum, 1998) was offered, by 
the means of ‘blind signature’ (David Chaum, 1998) relying on inability of per-
son signing the contract to see its content, later developed and refined. Yet, there 
were also difficulties as  ‘double-spending’ problem (Narayanan, 2006), a  result 
of duplicated transactions with money allocated twice. In the course of surveys, 
by virtue of the high-technology proficiencies, the complication has been clarified 
by the establishment of a central server consisted of balances’ records. As a con-
sequence of such achievement, subsequent resolutions could be handled, which 
have presented innovative phenomenon. Assets expressed as  ‘cryptocurrencies’ 
based on cryptography and peer-to-peer network which is effectively replacing 
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central authorities were proposed. No institution present, give a  wide leeway 
to the evaluation of P2P.

2.3.	 Cryptocurrency

Basically, the network is an affiliation between two computers, which are engaged 
in sharing resources without any additional server (Nakamoto, 2008). Akin con-
duct may be addressed to both individual entity and large corporations. In said 
environment a single machine acts as client and server outside the diverse operat-
ing system, on this wise each permission is shared among participants. Everyone 
operates in  equal manner, has similar competences and  is  capable of  initiating 
the session. 

Placing cryptocurrencies on  market is  allied with the  occurrence of  ‘mining’ 
process. Despite those operations, alike in typical transactions, the acquisition by 
the stock or currency exchange within the secondary market is also achievable. 
The institutions specialized in course of non-material and legal unregulated cur-
rencies are conducting their business activity using a particular, elaborated web 
page. Along with ‘anonymity’ idea of cryptocurrencies, services provided on pur-
pose to exchange them are again unidentified. The lack of control of resources or 
explicit data escalate risk of trust abuse experienced by entities. Two important 
segments are divided from the market of  cryptocurrencies, one of  investments 
to gain profits basing on speculations and second of transaction to perform essen-
tial commercial dealings (Bala et al., 2016). Fluctuations of prices together with 
the absence of certainty about the value contribute to consequences such as users’ 
reluctance.

3.	 Recognition of Internet currencies

Those alternative methods of payment appear to have many advantageous char-
acteristics as global scope and no territorial limits. A transaction to be irreversible 
and funds secured by the public either private key, any possession of supplemen-
tary server is required, save a linkage to the whole network. While creating new 
economy by the use of cryptocurrency, every user acts anonymously and has no 
identity. 

However, though benefits, such advanced concept generates risks connected 
with unregulated consumer protection either marketing rules. Increasing pop-
ularity, nevertheless, is not equal to  the recognition as a currency unit in most 
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of  the countries, which creates obstacles of  legal character. On the other hand, 
cryptocurrency can be comparable to traditional ‘money’ on grounds of analo-
gous functions. Essentials, as constancy, rarity, divisibility, homogeneity, conven-
ience and originality, are somehow associated with electronic form of currency. 
Referring to European Central Bank interpretation of ‘fiat currency’ as meaning 
of authorized legal tender (European Banking Authority, 2014) stored with equiv-
alent, stable unit, cannot be applied to  cryptocurrencies. Value is  a  key driver, 
which has basis in  issuer’s economic power. As it  arose from law, the  backup 
from sovereign is ensured along with territory’s economy support (Guadamuz & 
Marsden, 2015). In the case of cryptocurrencies, value is proceeded by computers, 
hence only such system may give them necessary foundation without any statu-
tory cornerstone.

3.1.	 Advantages

The same as  every unit serving as  a  subject of  transfer between parties, cryp-
tocurrencies also need a sort of the public ledger, where all transactions can be 
visible. Through a  combination of  modern technologies such as  cryptography, 
‘blockchain’ has been created. It performs as a type of marketplace with the pos-
sibility of  settling low-priced trades in  conjunction with a  solution designed 
to proper functioning of security. Digitalization lead to reduce operational costs 
close to  zero (Catalini & Gans, 2016). A  specific feature like decentralization 
stands apart legal entity verification, notwithstanding ledger is adequate to peer 
examination and transparent to high degree (Peters, Panayi, & Chapelle, 2015). 
Removed commitment of  third party involvement is  guaranteeing a  secured 
openness for all users. Immutability of such system approves the trust-worthiness 
of made transactions, despite the lack of body other than principal. Closely asso-
ciated with ‘smart contracts’ (Raskin, 2017), Internet-based technology allows 
recording and maintaining entitlements by traceable, web-stipulated operations 
without the requirement of user’s identity disclosure. 

Freedom of  payment allows bitcoins to  be sent either received at  any time, 
without adversities resulting from crossing borders, as in the case of traditional 
money. What is  more, fees are comparatively low, not associated with taxation 
on  the  ground of  abroad payment. Bitcoin can be recognized internationally, 
however with a  little knowledge about said Internet trade, average user may be 
exposed to lots of threats.
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3.2.	 Disadvantages

Downsides of a decentralization of akin electronic payment system are reflected 
in inadequate regulations not satisfying requirements either improper guidance. 
Consumer marketplaces may be aching as  illegal actions’ consequence con-
ducted within the blockchain, which cannot be secured by any public authority. 
Regulatory challenges leave the  space to  plenty of  criminal activities, likewise 
particular attributes of above technology. 

Anonymity gives the green light to hide information about the user, which can 
result in complicated potential culprit’s course of recognition. Nothing but net-
work’s records is published, merely automatically generated description of trade. By 
virtue of unregulated regime yet prior stated, cyber-attacks became progressively 
attractive among Internet society. Downturns in value, caused by ‘cyber-thieves’ 
who collect cryptocurrencies at the time of their topmost monetary worth, spread 
panic within the public (Ogunbadewa, 2014). Plurality of  such violations, ena-
bled by simple encrypted communication, concerns also a fraud. Model example 
is the case of Brian Cartmell et al vs. Bitcoinica LP (Superior Court of California, 
2012) held on 6th August 2012 in Superior Court of California. In said instance, 
plaintiffs were users of Bitcoinica, a platform of bitcoin currency exchanges, who 
as a result of hackers’ attack, lost their funds located there. Concerning legal chal-
lenges of corresponding currency, the jurisdiction was complicated to provide, so 
as guidance from public.

Again, nothing can be done as long as users are left alone with protection of them-
selves and regulation on  the  legal ground. Ambiguities are on day-to-day basis 
in majority of digital transactions. Lacunas in running mechanism are not fully 
covered nor fixed. The law enforcement’s inability constructs a perfect opportu-
nity to disguise exercises from local governments and locate funds in tax heavens. 
By means of cryptocurrency, money laundering may be facilitated due to short-
ened ‘integration’ process of turning dirty funds into clean (Ogunbadewa, 2014). 
The Financial Crimes Enforcement Network to combat such activities has stipu-
lated a provision for cryptocurrency exchanges and third-party services to regis-
ter as money service business (Ogunbadewa, 2014). To prevent money laundering 
and financing of terrorism a proposal of directive has been made by the European 
Union (Directive (EU) 2015/849 of The European Parliament and Of The Council 
of 20 May 2015 on the prevention of the use of the financial system for the pur-
poses of money laundering or terrorist financing, 2015). Along with Know Your 
Customer, also known as KYC rules designed to customer due diligence, a new 
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framework would monitor and  investigate suspicious actions more efficient by 
means of every exchange services registration.

A development of above mentioned offences can came into sight as tax evasion 
and  tax avoidance. Failure in  legislation make cryptocurrency-transactions 
uncountable in precise manner. Additionally, like any other investments made be 
people, Internet currencies is imperilled by lost of confidence by changes in infla-
tion rates.

3.3.	 Conclusion

A well-known application of cryptocurrencies as a common object of exchange 
is not identified with its classification into money, payment mean either instru-
ment circling in  the  traditional trade (Dąbrowska, 2017). On the  grounds 
of unregulated nature, both in international, European other Polish law, despite 
growing recognition, a judicial analysis is still delicate to specify.

Nowadays more and  more governments wish to  have control over developing 
cryptocurrencies. As it is in Russia, greater extent of restrictions is probable to be 
introduced. Argument of decreasing productivity and economy of State is stated, 
underlining ‘mining’ of Internet-based currencies as a massive danger. As a result 
of  an  conflict of  interest between the  Ministry of  Finance and  the  Ministry 
of Economic Affairs, bitcoin, one of the most popular virtual money, cannot be 
used legally in enormous area of country. Such prohibition is argued that it con-
stitutes some sort of competition for Russian ruble and immense method of funds 
removal from State along with the avoidance of due taxes payment.

Russian public authorities together with Informational Democracy Fund have 
taken into account potential recommendations aimed at preventing bitcoin pro-
duction in  private houses. In the  view of  the  Fund’s President, Ilyi Massukha, 
said activity brings losses for country’s work rate. As consequence of  difficul-
ties with cooling systems dealing with heat management, mining may turn out 
to be threading without a doubt. According to Vladimir Popov: ‘Society is ready 
to accept blockchain technology; the state is not’ (Shannon Liao, 2017).

It is  not surprising that Russian government had attempted to  repel against 
actions linked with digital money and restrict their use either supply. Other coun-
tries, especially those with even more restrictive regime, are inclined to prohibit 
the majority of cryptocurrency’s undertakings in every field. So by that rationale, 
the standpoint of China is one of the examples of said States.
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‘Cryptocurrencies could be capped in  the  current quarter ahead of  G20 meeting 
in  March, where policymakers could discuss tighter regulations’ (Samuel Gibbs, 
2018) said Shuhei Fujise, chief analyst at  Alt Design, about Chinese approach. 
Scared about increasing popularity among virtual money comparing to decreasing 
demand of yuan, traditional currency in China, forced public authorities to make 
proposals aimed at  shutting down digital exchanges as well as mining process. 
Back in 2013, an abovesaid government prohibit financial institutions to apply 
cryptocurrencies because of illegal undertakings’ danger . As long as individuals 
are aware of risk associated with commercial use of Internet-based currency, such 
activity does not fall within the scope of ban presented in issued by The People’s 
Bank of China’s official statement. Unfortunately, starting from blocking Initial 
Coin Offering in country, public authorities are going to put an end to that practice.

Profits from the use of Internet as the main source of digital funds may not be 
eminently satisfactory due to their unregulated character. Many inconveniences, 
like the lack of protection from the government along with complex legal nature, 
often result in conflict with law.

This short overview concerning the  contrast between currencies within Internet 
network, which are undoubtedly related to number of threats, despite many advan-
tages, brought food for thought about such fresh concept. All deliberations may 
be finished by the quote by Anton Siluanov, Finance Minister: ‘There is no sense 
banning [digital currencies], there is a need to regulate them.’ (Kyree Leary, 2017).
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