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Introduction

The awareness of risk and its potential consequences in organisations
processing sensitive data (OPSD) forces the management of such organi-
sations to continually analyse risk factors and areas and to adopt adequate
security measures. When studying the usage of risk management sys-
tem models or information system risk models in OPSDs, as well as risk
management methodologies, one finds that no uniform, consistent, com-
mon procedure for ensuring sensitive data security and control has been
developed so far and in particular — there has been no such procedure for
an information system where documents representing different sensitivity
levels are processed. Such projects have been implemented in this sector for
several years now, but they still cannot be regarded as completed and per-
fect. Hence, the purpose of this study is to present a comprehensive model
of the IT system risk. As the basic risk assessment tool, the model provides
extensive and complete information for managing risk. The paper presents
a systemic model of the IT system risk oriented towards security of sensi-
tive data processing. The model represents a multi-dimensional approach
to the IT system risk analysis and to information processes processed there.
The presented approach addresses different categories of risk factors that
follow for the IT system architecture, as well as information security ele-
ments and business continuity aspects. The model presented in the paper
may become a starting point for developing a risk assessment method for
IT systems, an adequate IT system security policy, which in turn, may
provide inputs to an IT system risk management methodology.

The paper is a deliverable prepared under project no DOBR-BIO4/
/006/13143/2013 ” An electronic lifecycle management system for docu-
ments representing different sensitivity levels” at the Military University
of Technology in Warsaw.
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1. Sensitive documents, their risk sources and areas

The concept of a sensitive document has not been defined in legal terms,
on the grounds of law. In the colloquial language, the term “sensitive data”
is used. Hence, we shall be discussing documents that contain confidential
information, not intended for an unlimited group of recipients, but for
anarrow circle users, due to the nature of such information and the poten-
tial damage that may occur if it is disclosed. Documents representing
different degrees of sensitivity include documents that require a special
management approach. They may contain classified information, as well
as information that needs special protection due to other aspects (e.g. bank
documents). Such documents are usually handled in specially adapted
areas, e.g. a secret registry (office) or an RFID! registry (office). Docu-
ments representing different levels of classifications are processed based
on the current legislation and regulations that define the basic steps to be
taken, resources and participants of these activities. A registry is the key
actor of the document processing process. Inside any registry, many activ-
ities relating to the processing of various types of documents take place.
As regards a secret registry (SR), documents representing different lev-
els of classification are processed here. The most important publications
include laws and regulations that constitute the primary source for research
and analysis [Kiedrowicz, 2015; 2017].

The organisation/registry where sensitive documents are to be pro-
cessed, needs to meet certain requirements that follow from legislation
applicable to these issues. These requirements include: appointing a repre-
sentative for the protection of classified information; establishing a security
department within the organisation, to take responsibility for the process-
ing of sensitive documents in the organisation; adapting the facilities so
as to meet the legal requirements applicable to the production, processing,
receipt, transmission, issue and protection of sensitive documents; arrang-
ing a secret registry; arranging a point (area, facility) for processing sensi-
tive documents, including IT systems for the production and processing
of sensitive documents [Kiedrowicz, Koszela, 2016].

The model of the risk management system of an organisation processing
classified documents, as well as the processes that describe the principles

! RFID - radio-frequency identification — uses electromagnetic field to automatically iden-
tify and track tags attached to objects. The tags contain electronically stored information.
Passive tags collect energy from a nearby RFID reader’s interrogating radio waves. Active
tags have a local power source such as a battery and may operate at hundreds of meters
from the RFID reader [https://en.wikipedia.org/wiki/Radio-frequency_identification].
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and methods of such an entity (e.g. a registry) operation were developed
based on the legislation currently in force in Poland?.

A special focus of this paper is on the IT system risk and the risk of pro-
cessing sensitive documents, which has not been clearly defined yet either.
For the purpose of IT consulting services, as well as for the purpose of this
study, the risk of an IT system, as well as the risk of sensitive documents
is defined as a threat that the information technology, the RIFD technology
or other technologies related to the registry office activities and being used
in the registry office (regardless its type and scale of activity):

have not been implemented effectively and do not work as planned.
prevent the implementation and improvement of a technical or tech-
nological infrastructure which supports risk management, in a man-
ner that would be adequate to the current risk profile,

do not ensure the acceptable level of the Registry and its resources
security,

do not meet such policy requirements as: security policy, quality
policy, business continuity policy, etc.,

do not ensure the adequate organisational structure as regards secu-
rity forces,

do not ensure that adequate documentation is kept as regards secu-
rity, quality or business continuity,

do not ensure the adequate integrity, confidentiality, undeniability
and accessibility of sensitive data.

Considering the above, the risk of sensitive resources is analysed with
the following categories and attributes covered (Fig. 1):

1)

attributes in the field of information security: accessibility of sensitive
documents, confidentiality of data processing, integrity of docu-
ments, compliance with security requirements specified in the secu-
rity policy, losses understood as the cost of the loss of security attrib-
utes [Stanik et al., 2016];

elements in the area of legislation applicable to these security prob-
lems: appointing a representative for the protection of classified
information; establishing a security department within the organi-
sation, to take responsibility for the processing of sensitive documents
in the organisation; adapting the facilities so as to meet the legal
requirements applicable to the production, processing, receipt,
transmission, issue and protection of sensitive documents; arrang-
ing a secret registry; arranging a point (area, facility) for processing

2 The protection of classified Information Act dated 5 August 2010 (Journal of Laws 2010
No. 182, it. 1228).
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3)

4)

5)

6)

sensitive documents, including ICT systems for the production
and processing of sensitive documents;

basic quality and security related documents, such as: a risk anal-
ysis report, a security policy, an ICT security plan, special security
requirements of an ICT system, safe operation procedures and a busi-
ness continuity plan;

attributes/measures in the business process quality area: significance/
relevance to the organisation and the client, compliance with the qual-
ity policy requirements;

attributes in the business continuity area: compliance with the secu-
rity policy requirements applicable to process continuity, financial
consequences of the process interruption/stoppage, cost and time
of process inaccessibility;

in other areas: flexibility of sensitive documents processing, costs
and duration of sensitive documents processing, effectiveness
of change management, effectiveness of the sensitive documents
processing architecture, reliability.

Finally, the following has to be emphasised:

1.

Sensitive document security is the overall category of measures
taken to secure data and information processed in an information
or information and communication technology system against any
unauthorised access, from their origination, throughout the period
of use and distribution, up to the final disposal. A sensitive docu-
ment is considered secure, if it has security attributes assigned to it
[PN-ISO/IEC 27005, 2014].

Sensitive resource security is such a condition of the resource or its
medium, where the risk of threats to the correct operation of the sen-
sitive resource is reduced to an acceptable level.

Risk of a sensitive resource or of a process where sensitive data
is processed can have such a seemingly trivial cause as an incorrectly
designed IT system’s user interface.

It is not possible to eliminate all risk from a registry office. Yet, some
risk management systems include risk estimation methods [Bram-
lage, 1997], in particular — methods intended to estimate process risk
or risks of systems where documents representing different sensi-
tivity levels are processed, as well as risk reduction methods, these
problems being the focus of this paper.
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2. Main components of the sensitive resources risk and the risk
of their processing

The information system security model of a registry office, presented
in figure 1 is a starting point for designing an information system risk
assessment model proposed in this paper, section 4: An information sys-
tem risk model for the risk management system of a registry office, which
reflects the systemic nature of the approach presented here.

Figure 1. Security model of a registry office information system where
documents representing different levels of sensitivity are processed
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The model includes five perspectives and is based on the following
three components:

Principles and structures. Principles — the strategy, policies and pro-
cedures that define the rules of ensuring sensitive information security,
information processing and process continuity aspects; the implementation
of these throughout the organisation determines the effectiveness of organ-
isation management.

In the model presented in figure 1, principles include the following
elements that determine the information IT systems risk level: the security
policy, the security procedures, the business continuity plan (BCP), the dis-
aster recovery plan (DRP). Of these, the security policy and the procedures
ensuring safe operation of the information system are key determinants
of the IT systems risk level.
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1. Structures — a set of functions or structural units in the organisation,

with their interfaces. The following structures are relevant to the pur-
pose of this study: the risk management framework, the security
function structure, the business continuity framework, the qual-
ity management function structure and the management control.
The security function structure consists of: the head of the registry;
the deputy head of the registry; the registry clerk; the security person-
nel that performs tasks related to the physical protection of sensitive
information, including control of the access to area where classified
information is processed; the ICT security inspector, the IT system
administrator.
Processes and activities — the solutions that guarantee the correct
operation of the organisation and ensure security of information
processed there, quality [Stanik, Protasowicki, 2015], business con-
tinuity requirements and that are responsible for responding to any
violations of policies and procedures, as well as to sensitive infor-
mation security incidents. The category of Processes and Activities
of the model presented in Figure 1 includes the following elements
that may determine the level of IT systems risk: security processes,
change management processes, control and safety processes. Figure
2 shows how security processes may influence the IT system risk,
including in particular the processing of sensitive information.
Security control and strategy — monitoring the IT system operation
and processing of documents representing different levels of sen-
sitivity on a current basis, as well as verifying the compliance with
security principles and the consistency and adequacy of these prin-
ciples; solutions that guarantee the reduction of residual risk relative
to the security attributes of sensitive information and resources or
sensitive data processing and business continuity. Control is the last
of the main components of the IT system security model. This com-
ponent contains the following elements that can potentially influ-
ence the IT system risk level: the ICT environment complexity,
the security monitoring system, the physical and logical access con-
trol and the human factor. The method of IT system risk analysis
proposed in this study addresses all of these elements, but they are
included in the method in different ways. The pillars of the model
are interrelated in the following way:
— the principles specified in the policies and procedures determine
the functioning of security solutions and the methods of monitor-
ing their operation,
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Figure 2. Security processes in the information security management system
of a registry office
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— security systems (solutions) functioning — determines the devel-
opment of new security rules, determines the scope monitoring,
business continuity and quality of processing,

— events detected owing to security monitoring determine modifi-
cations of security solutions — the security system, the informa-
tion security management system and provide recommendations
for the modification of existing security solutions, as well as for
developing new security policies and procedures.

The so-defined model indicates the areas that determine the IT system
risk, as well as ensures the completeness of approach, which has been
proved in the course of wide practical application of the model. A set
of the primary security attributes of an IT system is central to the IT system
security model presented above.
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3. The risk management system in the registry unit management
system

Risk management system (RMS) —a set of principles, controls and tools
(including policies and procedures for risk for identification, measuring,
monitoring and treatment) referring to risk-related processes. The risk
management system in a registry office cannot be detached from the corpo-
rate reality, but has to be an integral part of the organisation management

(Fig. 3).

Figure 3. Risk Management System in the management system
of an organisation
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The purpose of the risk management system is to identify, measure
or estimate and monitor risks present in the registry operations, in order
to ensure the correctness of setting and achieving goals of the registry
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activity. The Management System should allow for a retrospective assess-
ment of effectiveness of the registry actions taken in respect of: sensi-
tive resources, sensitive resources processing, IT systems supporting
the processing of sensitive data, registry personnel, technologies being
used. The RMS consists of the following three elements: Risk Management
Principles, Organisational Risk Management Framework, Risk Manage-
ment Processes or Procedures. The implementation of both policy and pro-
cedures is preceded by evaluation of the organisation in terms of risk.
A well-designed and implemented RMS enables categorisation of organ-
isation’s risks, supports the risk lifecycle and fully integrates with other
systems in the organisation, e.g. the security management system, the busi-
ness continuity management system and the quality management system
(Fig. 3) [Hoffmann et al., 2016a; Hoffmann et al., 2016b].

4. The risk model concept
4.1. Definitions, terms and background

Let us accept the following terms and definitions for further
considerations:

Def. 1. Process — P. A process is an organised sequence of steps taken
to meet the needs of the process client. Fig. 1 presents the basic components
of a process. It is a set of actions or activities aimed at achieving an expected
result. The result is achieved through processing process inputs into pro-
cess outputs. The processing is controlled by means of pre-defined rules.
Fo the so-defined result to be achieved, adequate resources are needed.

Def. 2. Organisation — O. An organisation® is an intentionally established
group of human and capital resources, where the primary functionality
(a set of business activities and business processes) is supported by the use
of dedicated IT systems and RFID technologies.

Def. 3. A set of processes for processing sensitive documents — P(O).
A set of processes for processing sensitive documents is a finite and count-
able set of processes P(O) = {Py, P,,..., P,..., Py}, where: N —is the number
of processes for processing sensitive documents of O. An organisation
is also defined as a “set of variable processes that remain in different rela-
tions of of mutual dependence”. An organisation becomes a space where
people are integrated around tasks and problems to be solved. Hence
the need to merge different work contents, to combine tasks into pro-
cesses and to develop the organisational structure in alignment with these

* In this paper, an organisation is a registry office using the RFID technology for tagging
documents and controlling them within its capability and in accordance with the current
legislation applicable to the processing of sensitive documents.
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processes and not with centres of authority or functional specialisation
[Sikorski, 1998].

Def. 4. Risk management process. According to international standards,
a risk management process includes: risk assessment — including risk iden-
tification, analysis and evaluation, decision making, risk treatment, moni-
toring and review. This process applies to all risks and has to be an integral
part of organization’s activities in practice; it has to have an performer
who is capable of ensuring adequate methods and tools for process imple-
mentation. Risk management is not limited to compiling a list of threats
and actions taken. It requires a serious approach to risk assessment, which
is a set of activities including but not limited to risk identification, analy-
sis and evaluation. It is a system approach to the process, which required
an adequately planned strategy.

For the purpose of designing the model presented in this paper, the risk
of sensitive resources or of an IT system which supports the sensitive
resources processing is defined as a threat, a vulnerability or a gap (e.g.
in information, or in security), so that different types of technologies, e.g.
IT, a designing or production technology used by the registry office (irre-
spective of its type and size):

— do not meet the organisation’s strategy or policy requirements,

— donot ensure adequate quality or continuity of sensitive documents

processing,

— do not ensure security monitoring on a current basis,

— are not monitoring the continuity of basic security attributes of sen-
sitive resources, e.g. integrity, accessibility, confidentiality, etc.,

— have not been implemented effectively and do not work as planned
or required by policies.

With regard to the above, the risk of a sensitive resource or of a process
of sensitive resources processing is analysed in a breakdown by different
categories [PN-ISO 31000, 2012], sources and areas:

1) the category of possible risk sources: natural and technical threats,
imperfections (absence) of legislation, inappropriate behaviour pat-
terns, human mentality, weakness of the organisation, insufficient
training, low awareness of threats, no preparedness, unprepared
personnel, absence of a system, security standards, quality standards
and business continuity standards inadequate to reality, technical
and technological development gaps, non-compliance with techno-
logical standards, mistaken actions, failure to act and negligence,
ignorance, incompetence, (systemic) corruption,

2) the category of possible risk areas: processes, sensitive information,
IT systems, environment in terms of security, quality and business
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continuity, information and other unspecified elements, such as:
an organisation, organisation’s department or section,, natural envi-
ronment, communities, etc.

The set of basic security attributes of a sensitive resource or of an IT sys-
tem which supports sensitive data processing is decomposed into the fol-
lowing subsets/areas:

I. The information security area. This component includes the following

II.

III.

security elements/attributes that can potentially affect the information

resource/system risk level: confidentiality, sensitive data consistency,

sensitive data accessibility, data undeniability. All of the information
security attributes listed above are directly included in the risk model
proposed in this paper.

The area of security of sensitive information processing continuity.

This component includes the following elements that can poten-

tially affect the information resource/system risk level: compliance

with the process continuity policy requirements, Business Continuity

Plan (BCP), Disaster Recovery Plan (DRP); financial consequences

of the process discontinuity/stoppage, non-financial consequences

of the process interruption/stoppage, cost and time of process una-
vailability;

The area of sensitive resources processing processes/areas security.

This component includes the following elements that can potentially

affect the information resource/system risk level:

1. Availability of the process/system processing sensitive data —
the property of being usable at a certain time, on request
of an authorised actor in the registry office.

2. Correctness of work/operation: Operating as expected by the reg-
istry office users.

3. Process/system control: Controlling the access to the appropriate
IT process/system.

4. Audit: The resource/system can be endangered not only by
unauthorised users. Those authorised often make mistakes,
break the rules and even damage system elements deliberately.
In a situation like this, one needs to check, what has been done,
by whom and what are the consequences. The only way to obtain
such information is to use a tamper-proof and damage-proof
record in the system, which can identify the perpetrators and their
actions. In some critical applications, certain operations can be
undone, which may be helpful in restoring the system.

As far as security attributes of sensitive data processing processes/sys-
tems are concerned, the authors believe that a situation, where potential
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lack of process or processed information integrity and continuity is tol-
erated cannot be accepted, therefore expectations with respect to each
process/system integrity are comparable.
4.2. Components of the risk vector

The information system risk model for a registry office is defined as vec-
tor Rg;:

Rs, = (RY, RS, RY) M)

decomposed into three component vectors f&, fg, 1@1, which reflect
the information system risk levels in the aspect of individual risk factor
areas.

The risk vector coordinates represent different risk areas, each of which
covers several risk factors, hereinafter referred to as the component vector
constituents. Components of vector IT_;I used in the registry office informa-
tion system risk model include”:

I. With respect to the information security area — R¥:

1. Accessibility of data in the information system — Ag. Accessibility
of data in information system S; is the property of being usable at a cer-
tain time, on request of an authorised actor in the registry office.
The accessibility of data in the information system S, is expressed
by the fact of belonging to accessibility class Ac A and represented
as Ap,.

2. Data confidentiality — ap.. Confidentiality of data of information sys-
tem S; is the property of not disclosing information to any parties that
are not authorised to obtain it. Confidentiality of data processed by
information system S; is expressed by the fact of belonging to data
confidentiality class ae A and represented by as..

3. Compliance with the security policy requirements — ng. A set
of security policy requirements of organisation O is represented
by a finite and countable set W, = {wy, wWy,... Wy, ... Wy}, where:
M?P is the number of the security policy requirements with respect
to P(O). For each of requirements w,,, e W§, o, the requirement priority
value is defined with respect to information system S;. Number pgeN,
is the priority of requirement w,,e W, with respect to information
system S;, where e.g.: 0 — means that the requirement is inadequate
to information system S;, 5 — means that the requirement is maximally
relevant to information system S;.

4. Performance of the security monitoring system — 3, The perfor-
mance of the security monitoring system for information system S;
is represented by polynominal

8 = dBu(S) xx,(58 < vt); )
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where:
j — sequential number of the security monitoring system performance evaluation
criterion,

s; — riority of the j-th criterion of the security monitoring system performance
evaluation croterion S;,
Ul§]1 — value of the j-th criterion of the security monitoring system performance
evaluation criterion S;,
K - relevance of the j-th criterion of the security monitoring system performance
evaluation criterion
d2\(S;) — multiplier of the information system coverage S; by the security moni-
toring system,

Where information system S; is covered by different monitoring systems,
the value of criteria for evaluating these monitoring systems performance
should be determined.

II. With respect to the business continuity area — R§;:

1. Compliance with the business continuity policy require-
ments — n§. The set of the business continuity policy require-
ments of organisation O is represented by finite and countable set
W5o= (W1, Wo,... Wpy,... wyc), where: M€ is the number of the secu-
rity policy requirements with respect to P(O). For each requirement
Wi € W§(, the requirement priority value is defined with respect
to information system S;. The priority of requirement w,,, € W§, with
respect to information system S; is represented by number pgeN.

2. Performance of the business continuity monitoring system — {3§..
The performance of the business continuity monitoring system for
information system S;, similarly as in case of security monitoring,
is represented by polynominal:

§ = dSu(S) x Iy(oF x vg)). 3)

3. Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP).
The model proposed in this paper does not include the BCP or DRP
evaluation. The reason is that issues related to BCP are associated
with business risks rather than with information systems risks, while
DRP is directly related to the attribute of information systems acces-
sibility.

4. Cost of information system inaccessibility — k.. The cost of informa-
tion system inaccessibility includes all costs related to performing
the bundle of operations the information process consists of (Fig. 1).
For the purpose of estimating the cost of information system inac-
cessibility, an assumption is made that an event causing an inter-
ruption to information processing will occur at the worst moment.
The cost of inaccessibility of information system S; is the property,
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which is a measure consisting of financial consequences of process
interruption and non-financial consequences of process interruption.
The cost of process inaccessibility is expressed by the process attribu-
tion to the class of inaccessibility costs keK and represented as s,
Maximum time of the sensitive information processing inaccessibil-
ity — Tl The maximum time of process inaccessibility is the time,
when its operation has to be restored, so as to prevent any significant
financial or non-financial consequences. The maximum time of pro-
cess inaccessibility is expressed by the process attribution to the class
of inaccessibility costs eV and represented as 7.

III. With respect to the area of sensitive information processing
security — R{:
1. Compliance with the process security policy requirements — n.

The set of security policy requirements for the processing processes
of organisation O is represented by a finite and computable set
Wrho= (W1, Wy,... Wy,... Wy}, where: MT is the number of the secu-
rity policy requirements with respect to processing processes
P;eS; € P(O). For each requirement w,,, € W5 (o) the requirement pri-
ority value is defined with respect to IT system S;. The compliance
with requirement w,, € Wj o, with respect to IT system S; is repre-
sented by number, s € [0%, ...,100%].
Quality monitoring system performance — 3§. The performance
of quality monitoring for IT system S; is represented by polynominal
5= diu(S) x 308 < v).
Duration of the process of information processing — ds,. This is the aver-
age duration of all information processing operations. The duration
of processing depends first of all on the level on which procedures
are organised, as well as on the level of obtaining the added value.
The duration of sensitive information processing is expressed by
the attribution of the process to processing duration class deA
and represented as ..
Information system flexibility — Ss.. The flexibility of information
system S; is the capability of the system to change, improve, change
the sequence of operations, merge operations, etc. The flexibility
of information system S, is also determined by its susceptibility
to transformation of resources that have been used, as well as by
the promptness of change in response to customer’s request. The flex-
ibility of information system S; is expressed by the fact of belonging
to flexibility class 9€® and represented by 9.
Information system relevance — Cg,. The relevance of information
system S; is the property which is the measure consisting of the level
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of recipient satisfaction and customer satisfaction, the level of rev-
enue generated by the system and the level reflecting the strength
of relationship between the system and the client. The relevance
of information system S; is expressed by the fact of belonging to rel-
evance class CeZ and represented as Cg,. Each element of informa-
tion system S;eP(0O), i€{1, 2, ...Z}, belongs to one and only one class
of information system relevance CeZ.

6. Change management process performance — ¢s.. The performance
of the change management process is the level of the organisation’s
change management process compliance with respect to its informa-
tion system S;, with the best practices in this field. The performance
of the change management process with respect to information sys-
tem S; is expressed by the percent of compliance of the change man-
agement process existing for information system S; with the relevant
recommendations of the ITIL standard [Geddes, Ratcliffe, 2002].

4.3. Normalized components if the information system risk vector

Due to the fact that the co-ordinates of the information system’s risk
vector and the risk factors within the areas discussed belong to different sets
of values, it is necessary to introduce function & or a set of functions £E€&
that map these components into a uniform interval of values. The normali-
zation function is represented by the family of functions &: X —[1,2, ..., N].
The forms of normalization function from family E should be defined
in such a manner that their values are mapped into interval [1,..., NJ*,
and that the proportions of their effect on the information system’s total
risk are retained properly, with set X of all risk factors specified taken
into account, decomposed into subsets X?, X<, X' that represent the areas
aspects of sensitive data processing security, quality and continuity. With
the above assumptions and limitations taken into account, normalization
functions £€Z look as follows (Table 1):

* Further in this paper, interval [1, ..., 24]. is used. The intention is to obtain the simplest
shape of the functions mapping the model components (see Table 1) into a uniform range
of values, while ensuring the legibility of the risk analysis results.
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The form of normalization functions from family = presented in the table
above is defined in a manner so as to map their value onto adequate inter-
vals and to retain adequate proportions of their effect on the information
system’s risk.

4.4. The information system risk vector

As the information system risk model, vector R?,l is taken and defined

as follows:

R, = (RE, RS, RT) € My X Mian * My (4)

where:

— M., — a matrix with dimensions mxn; as square matrixes 2x2 are
used in this paper, m=2and n=2,

- R — co-ordinates of vector RS which characterizes the information
securlty aspect of IT system S;, and is a linear combination of risk
elements of IT system S;in the base of linear space (M,.o, R, +, -).

- I@l — a co-ordinate of vector RT,I which characterizes the continuity
aspect of IT system S;, and is a linear combination of risk elements
of IT system S; in the base of linear space (My,,, R, +, -).

- I@l — a co-ordinate of vector E which characterizes the security
of sensitive information processing in IT system S;, and is a linear
combination of risk elements of IT system S; in the base of linear
space My, R, +,)..

(M R, +, ) — vector space defined as a set of matrices M™" with matrix

addition vector + i and external operator - is a vector space over the field
of real numbers, and:

RE = £,(As) - A+ Eq(as,) - G+ EB(MR) - 1P + ER(BE) - B°
R§= £5(n5) - NS+ EG(BS) - B+ Eulicp) - R+ E(Ttp) - T, ©)
RI=E1mb) - nT+EXBE) - BT+ Es(9s) - S+ E(Cs) - C,

*)*)*)*)*)*)

where: A, & 1%, 05 1%, B%, BS, BT, &, 7, S, { — base vectors of vector space
(Maxy, R, +,7) from algebra (M., R, +, -, ®). Since the dimension of algebra
(Mo, R, +, -, ®) equals [Trajdos, 1993]: dim (My,, R, +, -, ®) = 4 hence,
to define component vectors R@, f%, fg) there are 12 base vectors defined

as follows:
70 9 -0 )

S Y Ak

=00 1 ®=G oF =@ o} -0 o)
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The linear combination of the above formulas shows that the impact
of all dimensions/factors of the IT system risk analysis on each individual
co-ordinate (@/ IT%V @) of risk vector @ is the same In order to estimate
the IT system risk level more precisely, it may be necessary to assign to each
of the vector co-ordinates, as well as to risk components, weighs of their
effect on the final level of the IT system risk and to modify the co-ordinates
of risk vector ﬁﬂ € M X M X My using these weighs of effect. This
problem is not discussed in this article.

4.5. The information system risk level

Having defined the concept of information system risk vector and defined
its co-ordinates in algebra (M., R, +,, ®), wishing to determine the total
risk level for information system S; one needs to deteinilﬁ Vihles Rgi; Rgi;
Ig. first and next — value Rg. The risk of co-ordinate (ngi, RS, Rgi) of vector
Rg, of information system S; in algebra (M., R, +, , ®) is represented by
number RE; R§; R§ € R which equals the length of the vector, i.e.:

RS = "@1 % R§i= ||ﬁg1 i Re= ”igl| )

Values RE; R; R§; € R quantify risk components of information system
S;. In order to present the level of risk for each co-ordinate of vector Rg,
qualitatively, appropriate risk intervals have to be used. The information
system risk level can be determined as a module of vector ‘RT;I| (Fig. 4.):

Ezz‘ﬁ%|=ngi2+Rgiz+Rgiz' ©)

Figure 4. Vector f% of the information system risk in the co-ordinate system
RB . RC . RT
Sy Sy NS5

| [ ] the acceptable risk space
y [ ] the tolerable risk space
[ ] the intolerable risk space

#RE

Source: Own elaboration.

® The length of vector ;l=[a,7-] equals ||;\|| = I
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Below, an example of a key for the evaluation of risk significance RE is
presented [Szczepankiewicz, Wéjtowicz, 2015]:

— acceptable risk (1-16 points) a low level of risk, which may cause
short-lived, minor interruptions to the organisation processing sen-
sitive data (OPSD), represents the lowest threat to the achievement
of OPSD’s goals and objectives; no additional activities are required
to prevent risk; risk is subject to monitoring and control; risk controls
are implemented;

- conditionally acceptable risk (17-36 points) a low level of risk, which
causes medium interruptions to the OPSD operation; requires mon-
itoring and some actions intended to minimize risk, its probability
and/or consequences;

- serious risk (37-60 points) a high level of risk, which causes inter-
ruptions to the OPSD operations, requires special monitoring; may
require additional controls or new internal regulations, as well as risk
treatment actions intended to reduce risk to an acceptable level;

— critical risk (61-100 points) a very high level of risk, which is charac-
terised by a high probability of materialising; it represents the great-
est threat to the achievement of the OPSD’s goals and objectives;
requires unquestionably that additional actions are taken to minimise
its probability or consequences, risk treatment methods are devel-
oped and security controls and monitoring are implemented.

Conclusions

Considering the diversity of factors and the wide range of their impacts
on sensitive information processing, risk analysis should be an insepara-
ble element of any risk management system, decision-making processes
and the planning of operating variants in any registry office. The under-
standing of risks present in the process of sensitive information processing
enables organisations to develop this process in such a manner that security
reaches an acceptable level (Fig. 4). When analysing the sources and catego-
ries of risk in sensitive information processing, one should first of all focus
on the characteristics of these processes, the IT system architecture and its
lifecycle. This knowledge, supported by security statistics and statistics
of the sensitive information processing system architecture, seems to be
the key to the minimizing of risk in all its aspects — human, environmental,
security, quality and economy. The considerations presented in this paper
are mainly cognitive in their nature, hence no formal description of some
problems has included. The authors’ intention was to present a concept
of an approach to threat quantification, which is different from traditional
perspectives. The risk model of a registry office IT system where sensitive
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information is processed, is characterised by a high complexity, which
is a result of using the mathematical apparatus. Due to this complexity,
caused by the fact that many factors affecting the IT system’s risk level,
as well as many processes of the system have been included, it is practi-
cally impossible to determine the risk of sensitive information processing
in a correct, time and cost-effective manner and to manage this risk using
traditional methods, without information technology solutions or computer
techniques.
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An information system risk model for the risk management system
of an organisation processing sensitive data (Summary)

Objective — the focus of the paper is on the risk model of an information
system where documents representing different sensitivity levels are processed
in offices where IT systems and RIFD technologies are used. The model represents
a multi-dimensional approach to the IT system risk analysis and to information
processes processed there. Research methodology — the following methods were
used: a review of the literature and of applicable legislation, a critical analysis
of the analysed organisation’s sensitive resources. Outcome — the article presents
a risk model and examples of risk factors related to the threats present in different
phases of an IT system lifecycle, presented in manner enabling a possibly com-
plete and explicit determination of the risk level, while retaining practical utility
of the approach. Original value — the paper seeks an answer to the question: “is
it possible to design a comprehensive and adequate risk assessment model for
an information system, where resources representing different sensitivity levels
are processed?” The model proposed in the paper has been used for developing
a framework structure of a risk management system and an information system
security policy for the organisation where a risk assessment exercise was performed
using the model.
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